[lokyMeHT npeaocTaBneH KoHcynbTaHTINoc

NPABUTE/IbCTBO BOPOHEXCKOM OB/IACTU

NOCTAHOBJIEHUE
oT 2 HoA6pA 2017 r. N 869

OB OMPEAENEHUN YTPO3 BESONMACHOCTU NEPCOHAJIbHbIX AAHHDIX,
AKTYAJ1bHbIX NMPU OBPABOTKE NMEPCOHAJIbHbIX AAHHbIX
B NHO®OPMALIMOHHbIX CUCTEMAX NEPCOHA/IbHbIX AAHHbIX MPABUTE/IbCTBA
BOPOHEXXCKOM OBIACTWU, UCNONHUTE/IbHbIX OPTAHOB FOCYAAPCTBEHHOM
B/IACTU BOPOHEXCKOM OB/IACTU U NOABEAOMCTBEHHbIX UM OPTAHU3ALIUIA

CrNnCOK M3MEHAILWMNX LOKYMEHTOB
(B peq. noctaHoBNEHMA NpaBUTENbCTBA BopoHerkckol obnactn ot 13.08.2018 N 694)

B cootBetcTtBUM € 4acTbio 5 crtatbu 19 PepepanbHoro 3akoHa ot 27.07.2006 N 152-d3 "O
nepcoHasbHbIX AaHHbIX", B Uensx obecneyeHma egmMHOro Noaxoaa K onpeaesneHunto yrpos 6esonacHocTm
NepCcoHanbHbIX AaHHbIX, aKTya/ibHbIX NPU 06paboTKe NepPCcoHaNbHbIX AaHHbIX B WMHGOPMALMOHHbIX
cMCTeMax MepcoHasibHbIX AaHHbIX MPaBUTENbCTBA BOPOHEMKCKOM 061acTv, MUCMONHUTENbHBIX OpraHoB
rocyapcTBeHHOM BnactM BopoHexcKon obnactv M NoaBeAOMCTBEHHbIX MM OpraHus3auun, a TaKiKe
peanusaunmn ycTaHOBNEHHbIX TPeboBaHNN K MeToAamM U cnocobam 3awmTbl MHGOPMaLIMKU NPU CO3AaHUN
M 3Kcnayatauuu MHPOPMALMOHHbBIX CUCTEM MNEPCOHaNbHbIX AaHHbIX MPaBUTENbCTBO BopoHeKcKol
06/1aCcT1 NOCTaHOBASET:

1. OnpepennTb yrposbl 6e30MacHOCTM MEepPCOHANbHbLIX AAHHbLIX, aKTyalbHble Npu 06paboTke
NEePCOHaNbHbIX AaHHbIX B MHOOPMAUMOHHbIX CMCTEMAX MEPCOHaNbHbIX AaHHbIX (ganee - UCMAH)
npaBuTenbcTBa BopoHeXKcKol 061acTv, WCNOMHUTENbHLIX OPraHoOB  rocyAapcCTBEHHOM  BfacTu
BopoHeKCcKoin 061acT M NOABEAOMCTBEHHbIX MM OpraHu3aumin (aanee - AKTyanbHble yrposbl), COFNacHo
NPUNOKEHWIO.

2. Otgeny wuvHPopmaumoHHOM 6e3onacHOCTM nNpaBUTENbCTBA  BopoHexcko  obnactw,
NCMNOJIHUTENbHbIM OpPraHam rocyAapCcTBEHHOM BnacTn BopoHekckon 0bnacTn 1 NoABeA0MCTBEHHbBIM UM
opraHmsauuam pgna WUCMAOH, onepaTtopom KOTOpbIX ABAAKOTCA COOTBETCTBEHHO MPaBUTENbCTBO
BopoHeXcKol 061acTh, UCNONHUTENbHbIE OpPraHbl rOCYAapCTBEHHON BAAcTM BopoHexcKkol obnactm u
noaBeAOMCTBEHHbIE MM OpraHuU3auuu:

2.1. OcywecTtBnATb onpeaeneHne aKTyanbHbIX yrpo3 6e30nacHOCTM MepCOHasbHbIX AaHHbIX, a
TaKKe pa3paboTKy YacTHbIX Moaenei yrpo3 6e30nacHOCTM NepPCoHaNbHbIX AAHHbIX C UCMONb30BAHUEM
AKTYaNbHbIX Yrpo3.

2.2. OcywecTBuTb nepecmoTp (nepeoueHKy) akTyasnbHbIX yrpo3 6e30nacHOCTM NepCcoHasbHbIX
OaHHbIX, B CNy4ae eCcAn OHW onpeesnieHbl, U nepepaboTKy 4yacTHbIX Moaeneil yrpo3 6es3onacHoOCTM
NepcoHaNbHbIX AaHHbIX C UCNO/b30BaHMeM AKTyabHbIX yrpo3 o 1 uiona 2018 roaa.

3. UCnonHUTeNbHbIM OpraHam rocyAapcTBEHHOM BacT BopoHexKckoi obnactu obecneunTb
[OBeZleHNe HacTOALLEro NocTaHOBEHNA NPaBUTeIbCTBA BopoHeKcKon 061acTn 0 NoABEAOMCTBEHHbIX
OpPraHun3aLMii U ero peannsaumio B 4aHHbIX NOABEAOMCTBEHHbIX OpraHU3auusXx.

4. PekomeHOoOBaTb OpraHam MeCTHOTO camoynpaBieHus BopoHesKcko obnactm U
NoABEAOMCTBEHHbIM MM OPraHM3aLMAM OCYLLECTBAATb OnpeaeseHne M nepecMmoTp (nepeoueHKy)
aKTya/IbHbIX yrpo3 6e30MacHOCTM NepCcoHasibHbIX AaHHbIX Npu ux obpabotke B UCMAH, onepaTopamu
KOTOPbIX OHW ABAAIOTCA, M Pa3paboTKy YacCTHbIX modeneit yrpo3 6e3onacHOCTU NePCoHasbHbIX AaHHbIX
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ana atux UCMAOH ¢ ncnonbsoBaHmMem AKTyaslbHbIX Yrpos.
5. HacToslee noctaHOB/AEHWE BCTYNAET B CUAY CO AHA ero opuumnanbHOro onybankoBaHus.

6. KOHTpOJ’Ib 3a UCNOJIHEHNEM HACTOALWLEro NnoCTaHOBNEHNA OCTABNIALO 33 coboli.

UcnonHsowmin o6a3aHHOCTH
rybepHaTopa BopoHerKcKoi obactu
rM.MAKWNH

MpunoxkeHune

K MOCTAaHOB/IEHUIO

npaBuTeNbCTBa BopoHexKcKo obnactu
071 02.11.2017 N 869

YrrPo3bl
BE3OMACHOCTU NEPCOHAJIbHbIX AAHHbIX, AKTYA/IbHbIE NMPU OBPABOTKE
MNEPCOHA/IbHbIX AAHHbBIX B UH®POPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX
OAHHbIX MPABUTE/IbCTBA BOPOHEXCKOW OBJIACTU, UCMTONTHUTE/IbHbIX
OPIrAHOB rOCYZAIAPCTBEHHOM B/IACTU BOPOHEXXCKOW OB/IACTU
M NOABEAOMCTBEHHbIX UM OPTAHU3AL M

Cn1COK U3MEHAIOLWMX OKYMEHTOB
(B pen. nocTaHoOBNEHMA NPaBUTENbLCTBA BopoHekcKkol obnactn ot 13.08.2018 N 694)

1. O6bwue NonoXeHusa

1.1. Yrpo3bl 6€30MacHOCTM NePCOHANbHbIX AaHHbIX, aKTya/lbHble Npu 06paboTKe NepcoHasbHbIX
AaHHbIX B MHOOPMALIMOHHbIX CUCTEMAX NEPCOHAbHbIX AaHHbIX NPaBUTENbCTBA BopoHeKcKoi obiacTy,
MCMNONHUTENbHbIX OPraHOB roCyAapCTBEHHOW BNAcTM BopoHeKcKoi 06a1acTn M NoaBeAoMCTBEHHbIX UM
opraHuMsauuii (aanee - AKTyanbHble yrposbl), onpeAeneHbl B COOTBETCTBMM C 4YacTblo 5 cTaTbu 19
depnepanbHOro 3akoHa ot 27.07.2006 N 152-d3 "O nepcoHanbHbIX AaHHbIX".

1.2. Mogp yrposamm 6e30MacHOCTU NepcoHasbHbIX AAaHHbIX MOHUMAETCA COBOKYMHOCTb YC/IOBUM U
$aKTopoB, CO3A4alOWMX OMNAaCHOCTb HECAHKLUMOHMPOBAHHOrO, B TOM 4YMC/e CcaydyaiHoro, Aoctyna K
NepCcoHanbHbIM AaHHbIM, Pe3yNbTaTOM KOTOPOro MOTYT CTaTb YHUUYTOXKEHNE, U3SMeHeHne, 6NoKMpPoBaHue,
KONupoBaHWe, MNpenocTaB/ieHMe, PacnpoCTpPaHeHWe MepcoHaNbHbIX AaHHbIX, a TaKXe WHble
HenpaBoMepHble AeUCTBUA NpU UX 06paboTKke B MHPOPMALMOHHOW CUCTEME MepPCOHaNbHbIX AaHHbIX
(HapyweHue KoHdUAEHUMANbHOCTU, LENOCTHOCTU U AO0CTYMHOCTM obpabaTbiBaemblX MepPCOHabHbIX
[JaHHbIX).

OnAa MHOOPMALMOHHBIX CMCTEM MEPCOHA/bHbIX AAaHHbIX MPaBUTENbCTBa BopoHeskckol obnactu,
NCMNONIHUTENbHbIX OPraHOB rocyAapCTBEHHOW BNacTM BopoHerKcKoin 061acTi U NoABeA0OMCTBEHHBIX UM
opraHmsaumii  (manee - WCMAH) uenblo 3awWuTbl  MHOOpMmauMM  asaseTca  obecnedyeHue
KOHUAEHUMNANBHOCTU, LLeIOCTHOCTU M AOCTYMHOCTN 06pabaTbiBaemMbIX MePCOHaNbHbIX AaHHbIX.

1.3. B Ka4yecTBe MWCTOYHWKOB Yrpo3 6e30nacHOCTM MEePCOHaNbHbIX AaHHbIX MOFYT BbICTYMaTb
cyb6beKTbl (pU3nyeckme nmua, opraHMsaLmm) UNn SBAEHNUN (TEXHOTEHHbIE aBapUK, CTUXMUIHbIE 6eacTBuS,
WHble NpUpPOAHbIe ABNAEeHUSA). MPU 3TOM UCTOYHUKN YrPo3 MOryT BbITb CAeayowmX TUMNOB:
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aHTPOMNOTreHHbIE UCTOYHWMKM (aHTPOMOTEHHbIE Yrpo3bl);

TEXHOTeHHbIe€ UCTOYHWUKM (TEXHOTEHHbIE Yrpo3bl);

CTUXUIMHbIE UCTOYHMKM (Yrpo3bl CTUXUIHBIX 6eACTBUNA, MHbIX NPUPOAHbIX SBAEHUN).
MCcTOYHMKaMM aHTPOMOreHHbIX Yrpo3 6e30MNacHOCTU NepcoHasibHbIX 4aHHbIX MOTYT BbICTyNaTb:

N1LaA, OCyLLECTBAAOWME NpegHaMepeHHble AeNCTBUA C LeNblo A0CTYNa K NepCcoHanbHbIM AaHHbIM
(Bo34eiicTBMA Ha nNepcoHanbHble [AaHHble), coAepalumMmcA B MHPOPMALMOHHOW cucTeme, MK
HapyweHusa GYHKLMOHNPOBAHUA MHGOPMALIMOHHOW CUCTEMbI UM OBCNYKUBAIOLLEN ee NHOPACTPYKTYPbI
(npeaHamepeHHble yrpo3bl 6e30MacHOCTM NEPCOHANbHBIX AAHHbIX);

nua, nmerwuwmne aoctyn K VIHCI)OpMaLI,MOHHOﬁ cncreme, HenpegHaMepeHHble ,D,EVICTBVIF! KOTOPbIX
MOTryT NpMBECTN K HapyLeHUto 6esonacHocTH NepPCOHaNbHbIX AaHHbIX (HeI'IpE,CI,HaMEDEHHbIe Yrpos3bl
6esonacHocTH NnepCcoHabHbIX AaHHbIX).

MpeaHamepeHHble yrpo3bl 6e30MacHOCTN NePCOHasIbHbIX AaHHbIX MOTYT 6bITb Peasin30BaHbl 3a cYeT
YTEUYKM MEPCOHa/bHbIX AaHHbIX MO TEXHUYECKMM KaHanam (TeXHUYecKune KaHasbl yTeuykn nHopmaLmu,
obpabaTbiBaeMON B TEXHMYECKMX CPeacTBax WMHPOPMALMOHHON CUCTEMbI, TEXHUYECKME KaHasbl
nepexsaTta MHGopmaLUuUM Npu ee nepeaaye No KaHanam (NMHUAM) CBA3KU, TEXHUYECKME KaHa/bl YTEUKU
aKycTuyeckoi (pevyesoit) MHopmaLMmn) MMBO 3a cHET HECAHKLIMOHMPOBAHHOIO A0CTyna.

1.4. Hactoswme AKTyanbHble Yrpo3bl coAepyKaT MnepeyeHb aKTyasibHbIX yrpo3 6es3onacHocTu
NepPCOHaNbHbIX AAHHbIX, KOTOPblE MOTYT 6bITb peannsoBaHbl B TMNOBbLIX MCIMOH, 3KcnayaTMpyembix nNpu
OCYLLECTB/IEHMM COOTBETCTBYIOLLMX BUAOB AEATENbHOCTU, C Y4ETOM COAEPKAHUA NEPCOHANbHBIX AAHHBbIX,
Xapaktepa # cnocoboB Mux 06paboTKM. AKTyasbHble Yrpo3bl TaKXKe COAEep’KaT COBOKYMHOCTb
NPeanoNoKEHN O BO3MOMKHOCTAX, KOTOPble MOryT WMCMNO/Ab30BaTbCA MPU CO34aHUKM Cnocobos,
NOAroTOBKE M NPOBeAeHNM aTak AN paccmaTpuBaemblx Tunos UCMAH, B cayYae NPUMEHEHNA B HUX ANSA
obecneyeHnn 6e30MNacHOCTU NEPCOHA/bHBIX AAHHbIX CPEACTB KPUNTOrpadnUecKomn 3almTbl UHPOPMaLUK
(manee - CK3M).

AKTyasibHble yrpo3bl AOMOJHUTENbHO YCTaHAB/AMBAKOT €4MHbIA NOAXOA K OMpenefieHuto yrpos
6€30MacHOCTM NepCcoHaNbHbIX [AaHHbIX, aKTyalbHbiX MpuM 06paboTKe nepcoHasbHbIX AAHHbIX B
KOHKpeTHbIX UCMH, n pa3paboTke Ha X OCHOBE YaCTHbIX Mogenel yrpo3 6e30MacHOCTM NePCOHaNbHbIX
OaHHbIX (aanee - YacTHble moaenu yrpos) ansa atux UCMNAH.

1.5. Hactoauwme AKTyanbHble yrpo3bl TaKXe AO/KHbl NPUMEHATbCA ANA onpeaeneHua yrpos
6€30MacHOCTM MepCcoHaNbHbIX [AaHHbIX, aKTyalbHblX MpPM 06paboOTKe NepcoHasIbHbIX [AaHHbIX B
rocyapcTBEHHbIX WMHPOPMAUMOHHbBIX cucTemax (ganee - TMUC) BopoHexckoin 06nactv, B KOTOPbIX
ocyLiecTBaseTcs 06paboTKa NepcoHaNnbHbIX AAHHbIX.

[na onpeaeneHusa yrpo3 6e3onacHOCTM MHGOPMALMK, peannsaumsa KOTOpbIX MOXKET NPUBECTU K
HapylweHuto 6e3onacHocTM MHbopmaumm B TMC BopoHeXKCcKol 061acT, B KOTOPbIX OCYLLECTBAAETCA
06paboTKa NEepCoHaNbHbIX AaHHbIX, U Pa3paboTKM Ha WX OCHOBe MoAenel yrpos 6e3onacHocTU
MHOOPMALMKM, KPOME HACTOALMX AKTyasbHbIX Yrpo3, AO/MKHbI  AOMNONHUTENbHO NPUMEHATHCA
HOPMaTMBHbIE NPaBOBble N meToanyeckne aokymeHTbl ®CTIK Poccmum n ®CE Poccun.

(n. 1.5 B peq,. nocTaHoBNEHMA NpPaBUTeNbCTBA BopoHexkcKolt obiactn oT 13.08.2018 N 694)

1.6. AKTyasibHble yrpo3bl pa3paboTaHbl C UCMOJIb30BAHMEM CAEAYIOLMX OKYMEHTOB:

depepanbHoro 3akoHa Poccuiickon depepaumm ot 27.07.2006 N 149-d3 "O6 uHdpopmaumu,
MHPOPMALMOHHbBIX TEXHO/IOTUAX U O 3amTe MHbopmaumn';

MocTtaHoBneHuA MNpasuTenbctBa Poccuitckon Pepepaumm ot 21.03.2012 N 211 "O6 yTBEpKAEHUM
nepeyHs mep, HanpaB/ieHHbIX Ha obecrneyeHWe BbINOJAHEHUA 00S3aHHOCTEN, NpPeayCMOTPEHHbIX
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denepanbHbiM  3aKOHOM  "O NepcoHasbHbIX AAHHbIX" W MPUHATBIMA B COOTBETCTBUM C  HUM
HOPMaTMBHbIMM MPABOBbIMM  aKTaMK, OMepaTopamu, ABAAIOWMMUCA TFOCYAAPCTBEHHLIMU UK
MYHUUMNAaNbHbIMW OpraHamn'';

MoctaHoBneHus MpaButenbcTBa Poccuinckoit Pegepaumm o1 01.11.2012 N 1119 "0O6 yTBEPKAEHUU
TpeboBaHMIN K 3alMTe NEepPCOHaNbHbIX AaHHbIX NPU UX 06paboTKe B MHPOPMALMOHHBIX CUCTEMAX
NepCoHaNbHbIX AaHHbIX";

NOCTAHOBNEHMA nNpaBUTeNbCTBa BopoHexckolit obnactv ot 18.11.2014 N 1024-ACM "0O6
YTBEPXKAEHNM KOHUENUUKN 3amTel MHGOpMaLun B BopoHexckon obnactu';

6a3oBoit Mopenn yrpo3 6e30MacHOCTM NEepPCOHaNbHbIX AaHHbIX Npu  ux obpabotke B
MHPOPMALMOHHDBIX CUCTEMAX NEPCOHANbHbIX AaHHbIX, YTBEPXKAEHHOW 3amecTutesem ampektopa OCTIK
Poccun 15.02.2008 (ganee - basosasi mogens yrpos);

MeToAMKN onpeaeneHua aKTyaNbHbIX Yrpo3 6e30MacHOCTM NEePCOHAsbHbIX AAHHbLIX MPU KX
06paboTke B MHGOOPMALMOHHbIX CUMCTEMAX MNEPCOHAJNIbHbLIX OAHHbIX, YTBEPMKAEHHOM 3amMecTuTenem
anpekTopa PCTIK Poccum 14.02.2008;

MeTogmMyecknx pekomeHaaunin no paspaboTke HOPMATMBHbLIX MPABOBbIX AKTOB, OMNPeAEeNALLINX
yrpo3bl 6€30MacHOCTM MEePCOHANbHbIX AaHHbIX, aKTyanbHble Npu 06paboTKe NepcoHasibHbIX AaHHbIX B
MHOOPMAUMOHHBIX CUCTEMAxX MEePCOHA/NIbHbIX AaHHbIX, 3KCAAYaTUPYEMbIX MPU  OCYLLECTBAEHUM
COOTBETCTBYIOWMX BWAOB AEATE/NIbHOCTU, YTBEPXKAEHHbIX pyKoBoacTtBom 8-ro LeHtpa PCBb Poccum
31.03.2015 N 149/7/2/6-432.

1.7. HacTtoAwue AKTyanbHble yrpo3sbl, a TaK:Ke yrposbl 6€30MacHOCTM MEePCOHaNbHbIX AAHHbIX,
aKTyasibHble Npu 06paboTKe NepcoHaNbHbIX AaHHbIX B UCMNH, onpenensatoTcs No pesyabTaTaM OLLEeHKM
BO3MOKHOCTE (NOTeHUMaNa) BHEWHUX U BHYTPEHHUX HapyLWUTENEN, YPOBHA UCXOAHOM 3aLLMLLEHHOCTH
MCMNAH, aHanM3a BO3MOMKHbIX cnocoboB peanusaumm yrpo3 6e30MacHOCTU NepCcoHasbHbIX AaHHbIX U
nocneacTBuiA OT HapyLWeHUA CBOMCTB 6e30MacHOCTM NEePCOHasbHbIX AaHHbIX (KOHOUAEHLMANLHOCTH,
LLeNOCTHOCTM, LOCTYNHOCTH).

1.8. WcToyHMKOM paHHbIX 06 yrposax 6e3omacHOCTM MHPOpPMaLMKM, Ha OCHOBE KOTOpPbIX
onpeaensaoTca AKTyasibHble Yyrpo3bl, ABNAKOTCA:

6aHK AaHHbIX yrpo3 6esonacHocTn nHdpopmaummn PCTIK Poccnu (http://bdu.fstec.ru, ganee - baHk
OaHHbIX yrpos);

basoBas mogenb yrpos.

B KayecTBe WCTOYHMKA JaHHbIX 06 yrposax 6e3omacHOCTM MHGOOPMALMM, aKTyasbHbIX Npu
06paboTKe NepcoHanbHbIX AaHHbIX B UCIMH, MCNOAb3YOTCA HacToALMe AKTya bHble Yrpo3bl.

1.9. OnpegeneHune yrpo3 6e30MacHOCTM NEPCOHANbHbLIX AAHHbIX, aKTya/bHbIX Npu 0bpaboTke
NepcoHaNbHbIX JAaHHbIXx B WCMNOH, ocylwecTBAAeTcs NpaBUTebCTBOM BoOpoHeXcKol obnacty,
NCMONHUTENbHBIMW OpPraHamMM rocyLapCTBEHHOW BNacTM BopoHeKcKoi 061acTv U NoABeA0MCTBEHHbIMM
MM OpraHM3aLMsaMmn COOTBETCTBEHHO, B C/Ty4ae ec/iM OHU ABAALOTCA onepatopamu NCMAH.

B npasutenbctBe BopoHerKcKol o06aacTi, UCNOAHUTENBHbBIX OpPraHax rocygapCTBEHHOW BAACTU
BopoHexcKoi 061acTv U NoABEAOMCTBEHHbIX MM OpPraHM3aLMAX aKTOM PYKOBOAMUTENA yTBEprKAaeTca
nepeveHb NCMOH, onepaTopammn KOTOPbIX OHK ABAAIOTCA (Aanee - OnepaTtopsbl).

OnpeaeneHne yrpo3 6e30MacHOCTM MNEPCOHaNbHbIX AaHHbIX, aKTyaabHblX npu ob6paboTke
nepcoHanbHbIX AaHHbix B WCMAH, aBnsaeTca obAsatenbHbiM Agna mux OnepatopoB M odopmaseTca
AOKYMeHTaNbHO B BUAE YacTHbIX MoAeNen yrpos, KOTopble YTBEPKAAOTCA pyKoBoauTenem Oneparopa.
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1.10. B cnyyae ecan OnepaTtopom B COOTBETCTBUM C NYHKTOM 2.12 HacToAWMX AKTyaabHbIX Yyrpos
NPUHATO pelleHmne npumeHeHna CK3U ana obecneyeHma 6€30NacHOCTM NepcoHanbHbIX 4aHHbIX B UCMOH,
TO NpuW onpeaeneHMu yrpo3 6e30NacHOCTM MNEePCOHANbHbIX AaHHbIX, AKTyasbHbIX Npu obpaboTke
NepCcoHaNbHbIX AaHHbIX B AaHHon MCMNAH, OnepaTop AONOAHUTENBHO (GOPMUPYET COBOKYMHOCTb
NPeAnoNOXKEHUA O BO3MOXKHOCTAX, KOTOpPble MOTYT WCMO/b30BaTbCA MPU CO34aHUM CnocoboB,
NnoAroToBKe U NPOBeAEeHMM aTakK.

1.11. NMpw onpeaeneHnn yrpo3 6e30nacHOCTM NePCOHasIbHbIX AAaHHbIX, aKTya bHbIX NPK 06paboTke
nepcoHanbHbIX AaHHbix B MCIMAH, 1 pa3paboTke YacTHbix mogenen yrpo3 ana 3tux UCNOH
NCNo/sib30BaHMe HacTosaWMX AKTyanbHbIX yrpo3 Onepatopamu obasatesnbHo.

HacTtoawme AKTyanbHble yrpo3sbl NPUMeEHAOTCA Ha aTanax co3ganma UCTMOH aona onpeneneHma m
OLLeHKM yrpo3 6e30nacHOCTU NepcoHabHbIX AaHHbIX, a TaK¥e B Xxode 3Kkcnayatauum UCNAH npu
neprMoanyYeckom nepecmoTpe (nepeoLeHke) yrpo3 6e30nacHOCTU NepCcoHaNbHbIX AaHHbIX.

1.12. Hacroawme AKTyanbHble yrpo3bl nognexart agantaumn Onepatopamu B Xxo4e onpegeneHuma
yrpo3 6e30MnacHOCTM MepcoHaNbHbIX AaHHbIX, aKTyasbHbIX NpuM 06paboTKe NEepcoHaNbHbIX AAHHbIX B
MCnan.

ApanTtauma AKTyasibHbIX Yrpo3 HamnpaB/JeHa Ha YTOYHEHWe (yYMeHblueHWe) nepeyHs yrpos
6e30MacHOCTU NePCOoHasbHbIX AaHHbIX, aKTyalbHbIX NPpK 06paboTKe NnepcoHasbHbIX AaHHbIX B UCMAH, 1
OCYLLECTBNAETCA C YYETOM WX CTPYKTYPHO-PYHKUMOHANBHBIX XapPaKTEPUCTUK, MPUMEHAEMbIX
MHPOPMALMOHHbIX TEXHONOTUIN U 0cobeHHocTel GYHKLUMOHUPOBAHMA (B TOM YMC/e UCKKOYEHUE Yrpos3,
KOTOpble HEenocpeacTBEHHO CBA3aHbl € MHPOPMALMOHHBLIMU TEXHONOTUAMM, HEe WUCMOAb3yeMbIMU B
NCNAH, nan cTpyKTYPHO-OYHKLMOHANIbHBIMUN XapaKTepUCTMKaMM, He cBoMcTBeHHbIMU NCTH).

1.13. B uenax CHUKeHMA cybbeKTUBHbIX GaKTOPOB NPU OLLEHKE Yrpo3 6e30MacHOCTM NepCcoHanbHbIX
AaHHbIx B UCMAOH » pa3paboTtkn YacTHbix moaenelt yrpos OnepaTopamM peKoMeHAyeTcs npusiekaTb
HECKOJIbKUX COTPYAHWMKOB M3 PasHblX NoApasnenieHnit (OTBETCTBEHHbIX 3a obecneyeHne H6e30nacHOCTU
NepPCOHaNbHbIX AAHHbIX, AAMUHUCTPATOPOB 6e30MacHOCTN MHPOPMALLMKN, CUCTEMHBIX AAMUHUCTPATOPOB

nT.a.).

1.14. B pamKax ogHo# YacTtHoi mogenu yrpos OnepaTopam pekoMeHAYeTcs paccMaTpMBaTh Yrpo3bl
6e30MacHOCTM NepCoHabHbIX AaHHbIX TONbKO AnA ogHon NCTAH.

1.15. YacTHaa moaenb yrpo3 A0/IKHA coAepKaThb:

onucanue UCMOH n ocobeHHocTel ee GYHKUMOHMPOBAHMSA, B TOM YMC/IE Lie/lb U 3343a4M, PeLLaemble
NCNAH, cTpYKTypHO-PYHKUMOHANbHbIE xapakTepuctukn UCNAH (Tvn, K KoTopomy oTHeceHa WCMAH),
¢du3mnyeckme n nornyeckue rpaHuubl MCNAH, npumeHAaemble B HEN MHOOPMALMOHHbIE TEXHONOMUW,
cermeHTbl (coctaBHble 4actn) UCMOH n mx TMnM3aumio (Npu ee HaaWyuKu), B3aUMOCBA3U MENKIY
cermeHTamun (cocTaBHbiMM YacTamu) WUCMOH v gpyrMn  MHOOPMALMOHHBIMM  CUCTEMAMU U
MHGOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU CETAMM, B TOM 4YWUCAE C CETblo MHTEpPHEeT, TeXHOI0rnu
06paboTkn nHpopmaumm B UCMNAH, BO3MOXKHble yAzBumocTt UCMOH;
(B pea. noctaHoBNEHMA NpaBUTENbCTBA BopoHekcKolt ob6nact ot 13.08.2018 N 694)

rPaHULbl KOHTPOMPYEMOMN 30HbI (KOHTPOSIMPYEMbBIX 30H OTAE/IbHbIX CErMEHTOB (COCTaBHbIX
yacTteit)) UCNAOH;
(B peq. noctaHoBNEHMA NpPaBUTENbCTBA BopoHexkcKkoit obiact oT 13.08.2018 N 694)

KaTteropmmn um obbem O6pa6aTblBaEMbIX NepPCOHaANIbHbIX AaHHbIX, @ TAKXeE TUN aKTya/ibHbIX Yrpo3
6e3sonacHocTH NepPCOHaNbHbIX AaHHbIX U obecneuynBaemblit YPOBEHb UX 3aWNLLEHHOCTU;

obecneumBaemble XapaKTepuctukmM 6esonacHocT o6pabaTbiBaemblX MNEPCOHaNbHbLIX AaHHbIX
(KoHdPMAEHUMENbHOCTD, LLeIOCTHOCTb, AOCTYMHOCTb) U NOCAEACTBUA OT UX HAPYLUEHMUS;
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WUCXOAHbIM ypoBeHb 3awwmweHHocTn UCTMOH;

OLLEHKY BO3MOXKHOCTEN (Tuna, BMAa, MNOTEeHUMana) Hapywwutenen, HeobXoAMMBbIX UM ANs
peanusaumnn yrpos 6e3onacHOCTU NepcoHaNbHbIX AAaHHbIX;

BO3MOXHble crnocobbl peannsauum yrpo3 6€30nacHOCTU NEPCOHabHbIX AAHHbIX;

obocHoBaHWE HeobXOAMMOCTU (MAM OTCYTCTBUS TaKOBOW) nNpuUMeHeHus Ana obecnevyeHus
6e30MacHOCTU NepcoHanbHbIX AaHHbIX CK3U;

COBOKYMHOCTb NPEANO0KEHNI O BO3MOXKHOCTAX, KOTOPbIE MOFYT UCMO/1Ib30BaTbCA MPU CO34aHUN
cnocoboB, NoAroToBKE W MPOBEAEHMM aTaK, B cayvyae npumeHernua B UCMAH ana obecneuveHus
6e3onacHOCTM NepcoHasbHbIX AaHHbix CK3U 1 onpegeneHne Tpebyemoro knacca CK3U;

dKTyaJibHble yrpo3bl 6e3onacHoCTH NepCoHaNbHbIX AaHHbIX.

1.16. B cnyyae ecnm UCMNOH nmeeT cermeHTbl (COCTaBHbIE YacTu), KOTOPbIE 3KCMYaTUPYIOT MHble
rocyapCTBEHHblE OPraHbl, OpraHbl MECTHOTO CAaMOYMPaBAEHUA UKW OpraHM3aLL MK, TO onpeaesieHne yrpo3
6€30MacHOCTN NepCOoHaNbHbIX AaHHbIX, aKTyalbHbIX NPW 06paboTKe NepCcoHaNbHbIX AAHHbLIX B TAKOM
NCMN/AH, c yyeToM BCEX MMEIOLLUXCA CEFMEHTOB (COCTaBHbIX YacTelt) ocyllecTeasetca ee OnepaTtopom.

(n. 1.16 B pea. nocTaHOB/EHUS NpPaBUTENLCTBA BopoHexkckoi obnactm ot 13.08.2018 N 694)

1.17. Mpu HeobxoaMmocTM AnsA onpeaeneHua yrpo3s 6e30nacHOCTM MEePCOHasIbHbIX AaHHbIX,
aKTyanbHbIX Npn 0b6paboTke nepcoHanbHbIX AaHHbIX B UCMOH, n pa3paboTku YacTHbIX moaenen yrpos
Onepatopamn MOryT NPUBAEKATbLCA HOPUAMYECKME AMLA UAN UHOMBUAYANbHbIE NpeanpuHMMaTENy,
UMeLWME NNLEH3NIO HA OCYLLECTBAEHUE AeATENIbHOCTU NO TEXHMYECKOM 3aluTe KOHPUAEHUMANbHOM
nHpopmaymu.

1.18. CornacosaHue Onepatopamu yrpo3 6e3onacHOCTU NePCOHasbHbIX AaHHbIX, aKTyanbHbIX NpU
06paboTKe nepcoHanbHbIX AaHHbix B WMCMNAH, u YacTHbIX mMopaeneit yrpos, paspaboTaHHbIX C
MCMNO/Ib30BaHUEM HACTOALMX AKTya/ibHbIX Yyrpo3, ¢ ¢eaepasbHbiIM OPraHOM MCMONHUTENIbHOW BAACTH,
YNOJHOMOYEHHbIM B 061acTh obecneyeHuns 6esonacHoct, U deaepasibHbIM OPraHOM UCMNONHUTENbHOM
BNACTW, YMNOJIHOMOYEHHbIM B 0611acTM NPOTUBOAEMCTBUA TEXHUYECKMM pa3BegKaM U TeXHUYECKOM
3awWwmTbl MHPopMaLmu, He TpebyeTcs.

NckntoveHne cOCTaBAAOT TOMbKO YacTHble mogenu yrpo3, pa3pabatbiBaemble nia BHOBb
co3gaaembix 'MC BopoHeKcKon 061acTi, KOTopble B COOTBETCTBMM C MYHKTOM 3 TpeboBaHMI K NopALKyY
CO34aHuWA, pa3BuMTUA, BBOAA B 3SKCMJyaTauuio, 3SKCryaTauMm W BbIBOAA W3 3IKCMJyaTauumu
rocyapCcTBEHHbIX MHPOPMALIMOHHBIX CUCTEM M AaNbHEMWEro XpaHeHusa cogeprKawenca B ux 6asax
OaHHbIX MHPOpMaLmn, yTBepKAeHHbIX MocTtaHoBAeHnem [lpasuTenbctBa Poccuitickont degepauum ot
06.07.2015 N 676, cornacytoTca ¢ deaepanbHbiM OPraHOM WCMOJIHATENBHOM BnacTM B obnactm
obecneyeHnn 6es3onacHoCcT U deaepasibHbiIM OPraHOM UCMOHUTENbHOM BNACTU, YNOJHOMOYEHHbIM B
061aCcTV NPOTUBOAENCTBUSA TEXHUYECKMM Pa3BeaKaM U TEXHUYECKOM 3alumTbl MHGOpMaLMK, B Npeaenax
MX NOJIHOMOUMIA B YaCTU, KACatoLWENCA BbIMONHEHNA YCTAHOB/IEHHbIX TPeb60BaHM 0 3awwmTe MHGOPMaLMMK.

1.19. HacToAwMme AKTyanbHble yrpo3bl NogaexaT nepecMmoTpy (nepeoueHke):

npn M3MeHeHUN 3aKOHOAATENbCTBa Poccuinckoi CDep,epau,MM B 4acCtu onpeaeneHuna yrpos
6e3sonacHocTH NepCOHaIbHbIX AaHHbIX NPU UX 06pa60TKe B MHd)OpMaLI,I/IOHHbIX cncremax;

npu NOABNEHUM HOBbIX YIrPO3 B MCTOYHMKAX AaHHbIX 06 yrposax 6e3onacHocTM WHdopmaLmu,
MCMNOJIb3yeMbIX B HACTOALLMX AKTya IbHbIX YrpO3ax, KOTopble ByayT akTyanbHbIMM A1 PaCCMATPUBAEMBbIX
Tnnos UCMNAH;

NpyY N3MEHEHUU CTPYKTYPHO-QYHKLMNOHANBbHBIX XapaKTePUCTUK, NPUMEHSeMbIX MHPOPMALLMOHHbIX
TeXHONOrnM manm  ocobeHHocter  pyHKUMOHUMpoBaHuA WCMAH, cneacTBMemM  KOTOPbIX — CTano
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BO3HWKHOBEHWME HOBbIX aKTya/IbHbIX YIrpo3 6e3onacHoCTH NepCoOHa/IbHbIX AaHHbIX;

npun NoBbIWEHNN BO3SMOXHOCTU peannsaumm nam onacHoOCTU CylwecCTBYHOLWNX yrpo3 6esonacHocTH
NepCOHa/bHbIX AaHHbIX;

npu NOABAEHUN CBEAEHNIN N GAKTOB O HOBbIX BOSMOMKHOCTAX HAapyLInTenen.

Yrpo3bl 6e30nacHOCTM MEepPCOHasbHbIX AaHHbIX, aKTyanbHble MpuM 06paboTKe NepCcoHaNbHbIX
AaHHbIX B UCMAOH, nognexkat nepecmoTpy (nepeoueHke) OnepaTtopom:

npun BHeceHUn M3MEHEHUI B HacToAuwwune AKTyaJ'IbeIe Yyrpo3bl g4 COOTBETCTBYIOLWLENo TUNa NUCNAaH;

npu  U3MEHEHUW  CTPYKTYPHO-OYHKLMOHANbHbLIX  XapaKTEPUCTUK  WAM  ocobeHHoCTew
$yHKUMoHuposaHua NCMOH, BcneacTBue Yero M3MeHUACA TUN, K KoTopomy oTHocutca NCMOH;

npu npumeHenmn B UCMAH WMHPOPMALMOHHBLIX TEXHONOFMK, MOCPEACTBOM KOTOPbIX MOTyT
dopmmpoBaTbCA HOBble Yrpo3bl 6€30MacHOCTU MEepPCOoHasNbHbIX AAHHbIX, UCKAOYEeHHble M3 6a3oBOro
(npepBapuTenbHOro) nepevyHs yrpo3 6e30MacHOCTM MepcoHasbHbIX AaHHbIX Ans 3toh UMCNAH
OnepaTopom B COOTBETCTBUM C NYHKTOM 4.4 HACTOALWMX AKTYa IbHbIX Yrpo3;

NPV MOBbILIEHMM BO3MOXHOCTU peannsaumnmn CyLwecTByoWmX yrpo3 6e30nacHoCTU NepcoHasibHbIX
OaHHbIX;

B MHbIX C/ly4anx no peweHunio Onepartopa.

2. OnucaHne MHGOPMaLMOHHBIX CUCTEM NEPCOHAJIbHBIX AaHHbIX
1 ocobeHHoCTel Ux GYHKLMOHUPOBAHUA

2.1. Onepatopbl 3KcnayatupytoT UCMNOH npu OCyWEecTBNeHUU AeATEeNbHOCTW, CBA3aHHOW C
peanusaumen cnyebHbix 1 (M1n) TPYA0BbIX OTHOLIEHWI, @ TaK}Ke B CBA3M C OKa3aHWeM rocyAapCcTBEHHbIX
YCAYT U (MN) OCYLLECTBIEHUEM FOCYAAPCTBEHHbBIX U MHbIX GYHKLUMIA.

2.2. BUCNH obpabaTtbiBatoTcA NEpCOHaNbHbIE AaHHble Pa3MyHbIX 06bema U KaTeropui, KoTopble
npuHagnexKat cybbekTam NepcoHasnbHbIX AaHHbIX, ABAAIOLWMMCA KaK cOTpyAHUKamm OnepaTopa, Tak U
UHbIMU NUaMNn.

B 3aBMCMMOCTM OT cocTaBa (KaTeropuu) u obbema obpabaTbiBaemMblX NEPCOHANbHbLIX AAHHbIX, A
TaKXe TMNa aKTyasbHbIX yrpo3 6e30nacHOCTM MepPCOHaNbHbIX AAHHbLIX, NMPUBEAEHHOTO B MNyHKTe 4.2
HacToAwWwMX AKTyanbHbIX yrpos, B UCMAH Heobxogumo obecneyeHne He Bbllle YeM BTOPOro YPOBHSA
3aLUMLLEHHOCTM NEPCOHA/bHbIX AAHHbIX.

KaTeropus M obbem nepcoHasbHbIX AaHHbIX, obpabaTbiBaembix B WMCMOH, a TakKe ypoOBeHb
3aLUMLLEHHOCTM MEPCOHasbHbIX AAHHbIX, KOTOpbIM HeobxoamMmo obecneunTtb ana atmux UCMAOH,
onpeaenstoTca nx Onepatopamu, oGOPMAAIOTCA AOKYMEHTA/IbHO W YTBEPNKAAIOTCA PyKOBOAMTENEM
OnepaTtopa.

2.3. B 3aBMCMMOCTM OT xapakTepa M cnocoboB 06paboTKM MepcoHasbHbIX AaHHbIX OnepaTopbl
ocyLecTBAAOT Ux 06paboTky B UCMAH, KOTOpbie MMEKT PasNnYHYIo CTPYKTYpY (pasHonnaHoBbie NCMOH).

Mo ctpyktype UCNOH noapasfaenstoTca Ha aBTOMATU3MPOBaHHble paboyme mecTa, JIoKasbHble
MHOOPMALUMOHHbIE CUCTEMbI U pacnpegeneHHble UMHOOPMAUMOHHbIE cuctembl. [lo  Hanuumio
NOAKNOYEHWNI K CETAM CBA3M OBLLLEro NOIb30BAHMA U (UIN) CETAM MEXKAYHAaPOAHOTro MHGOPMALMOHHOTO
obmeHa, B Tom uncne kK cetn MutepHet, UCMNAH noapasaenatotTca Ha CUCTEMbI, UMeoLLMe NOAKAOYEeHMUS,
N CUCTEMDbI, HE UMetoLWMe NoAKNtoYeHUI. o pexnumy 06paboTkn nHbopmaummn NCMNAH noapasaenatorcs
Ha OAHOMO/b30BaTeNbCKME U  MHOronosab3oBaTenbckue. [lo  pasrpaHUYeHMIO nNpasB  AoCTyna
nono3osatenen UCMOH nogpasaenatoTca Ha cuctemol 6e3 pasrpaHUYeHMA nNpaB AOCTYNa U CUCTEMbI C



pasrpaHMyeHnem npas 40CTynNa.

2.4. B UCMNAOH MOryT NPUMEHSTbCA TEXHOI0MMU BUPTYanu3aumn, KameHT (dann)-cepsBepHble
TEXHONOTUK, BUPTYasbHble YacTHble ceTn (VPN), 6ecnpoBogHble ceTU CBA3M, yAaNeHHbIA A0CTyn, Beb-
TEXHONOTUK, KNacTepusaumsa, CerMeHTMpoBaHMe, MobunbHble ycTpoicTea. Mpu atom B UCMAH He
NPUMEHSAIOTCA TEXHO/IOTMM aBTOMATU3aLMM YyNpaBaeHUA TEXHOMOFMYECKMM npoueccom, obsayHble
TEXHONOTUWN, TEXHONOMMU BONbLUMX AAHHbIX, CYNEPKOMMbIOTEPLI U FPUA-BbIYUCAEHWA, NOCPEACTBOM
KOTOPbIX MOTYT GOPMMPOBATLCA [OMNONHUTEbHbIE YrPO3bl 6€30NacCHOCTU NePCOHANbHbIX AAHHbIX.

dakT npumeHeHMA (MCMONb30BaHMA) KakAoW M3 TakMX MHOOPMALMOHHBLIX TEXHONOTUA WK
CTPYKTYPHO-PYHKLMOHANBbHbIX XapaKTepUCTUK A0MKeH bbITb oTpaxkeH OnepaTopom B YacTHoit moaenm

yrpos.

2.5. C yyeTom ocobeHHocTeEN PYHKUMOHMPOBAHMA, UCNONb3YEMbIX CTPYKTYPHO-PYHKLMOHANbHbIX
XapaKTEPUCTUK N NPUMEHAEMbIX MHOOPMALMOHHbIX TEXHONOTMI, @ TaK¥Ke 0MacHOCTM peasiM3auum yrpos
6e30MacHOCTM  MepCcoHaNbHbIX  AAHHbIX W HACTynJIeHMAa  MNOCNeAcTBMA B pesy/bTaTe
HECaHKUMOHMPOBAHHOIO UM CNYYaliHOrO A0CTYNa MOXHO BblAEINTb C/ieAyoLne TUMbl Pa3HOMNIaHOBbIX
MCNan:

aBTOMaTM3MpoBaHHble paboune mecTa (manee - APM), He uvMelowme nNOAKAOUEHNE
(HesaWwmMLWEeHHOE, 3aWMLLEHHOE) K KAKUM-TMBO CETAM CBA3M, B TOM Yncae K 6ecnpoBOgHbIM CETAM CBA3U
(uckntoueHne cocTaBnsatoT BecnpoBogHble TEXHOMOMMW, MpegHasHayeHHble AaA QYHKLMOHMPOBAHUA
nepudepuitHbIX YyCTPOWCTB (KNaBuaTypa, MaHUnyaatop "mbiwb" n gpyrue), Bxoaawmx B coctas APM) (tun
1);

aBTOMATU3MpPOBAHHbIe pabouve MecTa, MMelLLMe NOAK/OYEHNE K CETAM CBA3M, BK/KOYAs CETU
CBA3U 06LLEro NONb30BaHUA U (MAKN) CETU MEXAYHAPOLHOIO UMHPOPMALMOHHOTO 0bMeHa, B TOM uucne
ceTb UHTepHeT (Tnn 2);

nokanbHble UCMAOH (Komnnekc APM, 06beAMHEHHbIX B eAuHYyl0 MHPOPMALMOHHYIO cUcTemy
NnocpeACcTBOM BblAE/IEHHOM CETU CBA3W B NPeaeniax 0O4HOro 34aHuA), He UMEeoLLME NOAKIOUYEHME K CETAM
cBA3K 06LLero nosb3oBaHUA 1 (M1K) ceTam mexxayHapoaHoro MHdopmaumoHHoro obmeHa (tun 3);

nokanoHole NCMAH (Komnnekc APM, obbeAnHEHHbIX B eAWHYI0 MHOOPMALIMOHHYIO CUCTEMY B
npegenax oAHOro 34aHuA), UMelLMe NOAKIIYEHUE K CETAM CBA3W 06LLEro NO/Ib30BaHUA U (MK) ceTam
MeXayHapoaHoro MHbopMaLMoHHOro obmeHa, B Tom uncae K cetn UHTepHert (Tun 4);

pacnpegeneHHole MCNAH (Komnnekc APM wu (MnuM) NoKanbHbIX WMHPOPMALMOHHbLIX CUCTEM,
06beAMHEHHbIX B eAuHY0 MHOOPMALIMOHHYIO CUCTEMY MOCPEACTBOM BblAE/IeHHOW CEeTU CBA3M U
TEPPUTOPUANBHO PA3HECEHHbIX MeXay coboi), He MMelolme MOAK/IIOYEHMNE K CEeTAM CBA3W obLuero
Nnosb30BaHMA U (MAKN) ceTam MmeXayHapoaHOro MHPopMaLMOHHOTro obmeHa (Tmn 5);

pacnpegeneHHble UCMAH (Komnnekc APM u (nnM) NoKanbHbiX WMHGOPMALMOHHBIX CUCTEM,
06beANHEHHDBIX B €4ANHYI0 MHOOPMALMOHHYIO CUCTEMY U TEPPUTOPUAIBHO Pa3HECEHHbIX MeXay coboit),
UMeloLLME MOAKNIOYEHNE K CETAM CBA3M OOLWEro nosb3oBaHMA M (MM) CETAM MEXAYHapOoLHOro
MHPOPMALMOHHOTO 0OMEHA, B TOM Yncae K ceTn MHTepHeT (Tun 6).

[anee AKTyanbHble yrpo3bl 6yayT paccmaTpuBaTbCA NPUMEHUTENBHO K NEPeYUCAeHHbIM TUMNam
pasHonnaHosbix UCMOH.

2.6. NMpu onpepeneHnn yrpo3 6e30nNacHOCTN NePCOHaANbHbIX AAHHbIX, aKTyaslbHbIX Npu 0bpaboTke
nepcoHanbHbIX gaHHbIX B UCMOH, OnepaTtop MOTUBMPOBAHHO COOTHOCUT AaHHyto UCMOH ¢ ogHUM U3 6
paccmaTpuBaembiXx TUNOB B paspabatbiBaemont gns stort MUCMOH YacTHoM momenum yrpos. Mpu atom
MCMNAH He gonycKaeTcA OTHOCUTDL K TUNam 3 1 5, B YaCTHOCTH, ecnun:

MCNOH wmeeT noaknoyeHue (HesalMUleHHoe, 3allULeHHOe) K ceTAM CBA3uM U (nan)



MHq)OpMaLI,MOHHbIM cncremam (B TOM YUCNE UHbIX OI'IepaTODOB), KOTOpble MMEKT CBOE NOAK/NHOYEHNE K
CeTaAmM CBA3U O6LLI,€F0 noNb30BaHNA U (VIJ'IVI) ceTaAM mexagyHapoaHoro MHd)OpMaLI,MOHHOI'O O6MEHa, B TOM
4Yynucne K cetun MHTEpHeT,'

B WCNAH ocywecTBnserca nepefaya Kakon-nmbo uMHboOpmauuu nocpeacTBOM CETU CBA3M
(HesawMLWEHHOM, 3alMLLEHHOM), NPeaoCTaBAAEeMOA WUHbIM OPraHOM rocyAapCTBEHHOW BAacCTU WM
opraHusaumen, B TOM 4YMCNE ONepaTopoM CBA3W, €CAM UM He rapaHTUpyeTcs npeaocTaBieHue
BblAe/IeHHOWN CeTU CBA3MU;

MCNAOH umeeT noaxaodeHMe K 6ecnpoBoAHbIM CeTAM  CBSI3U  (MCKAOYEHMe COCTaBaAaloT
6ecnpoBoAHble TEXHONOMMM, NpeaHa3HavyeHHble AaA GYHKUMOHMPOBaAHMA nepudepuiiHbIX YCTPOUCTB
(knaBuatypa, mauunynaTop "mblwb" M gpyrue), Bxogawmx B coctaB APM), u OnepaTopom He
npeanpuHATbBI Mepbl No obecneyeHuto HeszonacHOCTM o0bpabaTbiBaemMbIX MEPCOHANbHbIX AAHHbIX OT
HECaHKLMOHMPOBAHHOIO UM CAY4alHOIo AOCTYNa NOCPEeACTBOM AAHHbIX CETEN CBA3Y;

OI'IepaTODOM HEe npeanpuHMUMaloTcA Mepbl nNo  HeagonyweHuo HeCaHKULMOHUPOBAHHOIO
nogkntodeHma UCMOH K ceTAm CBA3M, B TOM YMCe K 6ECI'IpOBOLI,HbIM CeETAM CBA3U.

B cnyyae oTtHeceHus UCMAH K Tvnam 3 1 5 Onepatopy B YacTHOM mogenn yrpo3 Heobxoaumo
OO0MNOIHUTENBHO NPUBECTM MOTUBUPOBAHHOE 060CHOBAHWE OTHECEHWUA NPUMEHAEMOW CETU CBA3U B TaKOM
NCMNAH K KaTeropuu BblAeNEHHOWN.

2.7. Bce TexHuuyeckne cpeactsa WMCMNAH HaxogsaTca B npeaenax Poccuitickon Pepepaumn.
KoHTposanpyemoit 3oHoit UCMOH ABAAKOTCA agMMHUCTPATUBHbIE 34aHUA WU OTAE/ibHble NMOMEeLLeHUA
OnepaTtopoB. B npeaenax KOHTPOANPYEMOM 30HbI HAXOAATCA paboyme mecTa Nosib3oBaTeNEN, CEpPBEPHOE
obopynoBaHMe, a TaKKe CceTeBOe W TeNeKOMMYHMKauumoHHoe obopyaosaHue WCMAH. BHe
KOHTPO/IMPYEMOM 30Hbl MOFYT HaXO4UTbCA JIMHUM Nepefayn AaHHbIX UM TeNIEKOMMYHUKALMOHHOoE
obopyaoBaHue, Ucnosblyemoe ana MHGOPMaLMOHHOro obMeHa No CeTAM CBA3M.

KoHTpoanpyemblit AocTyn (KOHTpoAMpyemas 30Ha) B aAMMHUCTPATMBHblE 34aHMA U (1K)
nomelieHus obecneuyMBaeTtcda B TOM UMCAe C MCNOAb30BaHMEM cCUCTeM BuAeoHabaloaeHMsA.
HeKoHTpoMpyemblii BbIHOC 3a Mpeaenbl agMUHUCTPATMBHBIX 34aHUIN TexHWdeckux cpeacts UCMAH
3anpelLeH.

2.8. MNomelleHus, B KOTOpPbIX BegeTcs 06paboTKa nepcoHasbHbIX AaHHbIX (ganee - MomeweHus),
OCHALLEHbl BXOAHbIMW ABEPbMU C 3aMKamn. OnepaTtopamu yCTaHOBAEH NOPAAOK A0CTyna B NNomeleHus,
I'IpEI'IFITCTByI-OLLI,VIﬁ BO3MOXHOCTU HEKOHTpO/IMpyemoro npoHUKHOBEHUA WU npe6b|BaHm=| B 3TUX
MomeLLeHUAX 1L, He MMeLLMX NPaBa 4OCTyNa B HUX. B paboyee Bpems B Cay4vae yxoaa nL, MMeroLmx
NnpaBo CaMoCTOATENbHOro gocTyna B lMomelleHne, a TakKe B Hepaboyee Bpema asepu MomeleHus
3aKpbIBAtOTCA Ha KAKOY. [LOCTYN NOCTOPOHHUX AL, B [TOMeELLLEHUA A0MNYCKAeTCA TONIbKO B MPUCYTCTBUM /INL,
UMEKLWMX MPaBO CaMOCTOATE/IbHOTO A[O0CTyna B fAaHHble [OMeleHUA Ha Bpemsa, OrpaHUYeHHoe
cnyxebHoit HeobxogumocTbto. Mpu 3Tom OnepaTtopamu MNpeanpUHUMALOTCA Mepbl, MCKAloYatolme
BO3MOXHOCTb [10CTyNna NOCTOPOHHUX NN, K 0bpabaTbiBaeMbiM NEPCOHaNbHbIM AaHHbIM, B TOM YMnC/ie
yepes ycTpolicTBa BBOAA (BblBOAA) MHOPMALIMK, @ TAKIKE K HOCUTENSIM NePCOHabHbIX AaHHbIX.

YcTpoiictBa BBOAA (BblBOAa) MHPOPMaUMK, yyacTByowme B 06paboTKe NMepcoHanbHbIX AAHHbIX,
pacnonaratotca B [lomelleHMax TakMm 06pa3om, 4UTOBbI WMCKAOYMTb  C/yYalHbIA  MPOCMOTP
obpabaTbiBaemoit MHGOPMaLMM MNOCTOPOHHUMM NMLAMM, BoweAlWnMMY B MoMeLLLeHNE, a TaKKe yepes
ABEpM 1 OKHa lMomelLeHuA.

2.9. Beog (BbiBOA), 06paboTKa U XpaHeHWe NepcoHanbHbIX AaHHbIX B MCMAH ocywecTBaseTca c
NCNo/Ib30BaHMEM BYMarKHbIX M MALIUHHbIX HOCUTeNen MHPopmMaLmm, B TOM YMCIE CbEMHbIX MaLLMHHbIX
HocuTenen nHbopmaLmm (MarHUTHbIE U ONTUYECKUE AUCKU, PeLl-HAaKONMUTEIU, HAKOMUTENU Ha KeCTKUX
MarHUTHbIX AOWCKax, TBepAOTeNbHble HakonuTenn u apyrme) (panee - MalWWHHbIE HOCUTENU
NnepcoHanbHbIX AaHHbIX).



(B pea. noctaHoBAEHMA NpaBUTENbCTBA BopoHekcKoit obnactm ot 13.08.2018 N 694)

OnepaTtopamu ycTaHOBAEH NopAAoK, obecneynBaloWmii COXPAaHHOCTb UCNONb3yeMbiX MaLIMHHbIX
HoCUTEeNleit NepCoHaNbHbIX AaHHbIX, OCYLLECTBAAETCA MX NMO3K3eMNAAPHbIN yyeT. XpaHAaTca MallnHHbIe
HOCUTE/IM NEePCOHa/bHbIX AaHHbIX TONbKO B [loMelleHUsAX B ceidax UK 3aKpbiBaeMbIX Ha KoY LWKadax
(AwmKkax) B ycnosusAx, NpenaTcTBylOWMX cBOBOAHOMY AOCTYMY K HMM MNOCTOPOHHMX Auu. Bblgaya
MallUMHHbIX HOCUTeNel NepcoHanbHbIX AAHHbIX OCYLLECTBASETCA NoA NoAnNUCb TONbKO COTPYAHUKaM,
A0onyLLEeHHbIM K 06paboTKe NepcoHanbHbIX AaHHbIX.

2.10. B uensx obecneyeHma LeNocTHOCTM obpabaTtbiBaembix B UCIMAH nepcoHasbHbIX AaHHbIX
OnepaTtopbl OCYLLECTBAAIOT UX pe3epBMpPOBAHME B COOTBETCTBUM C YCTAHOBJEHHbIM MOPAAKOM C
ncnosb3oBaHMeM MaLIMHHbBIX HOCUTENEN MepPCOoHasbHbIX AAHHbIX. B HAaNMYMM MMEOTCA KOMMNEKTb
BOCCTAaHOB/AEHMA Ha npumeHAaemoe B UCMOH cuctemHoe M NpuMKAagHoe nporpammHoe obecneyeHune, a
TaKe cpeacTBa 3aluTbl MHGOPMaLUN.

Ana kntouesbix anemeHToB UCMNOH NpeaycMoTpeHbl UCTOYHUKN PE3ePBHOr0 3/1eKTPONMUTAHNA, NpU
Heo6X0AMMOCTN MPUMEHSAIOTCA CUCTEMbI BEHTUAALMM U KOHAMUMOHMPOBAHMA Bo3ayxa. [omelleHus
OCHaLLEHbI CPeACTBaMM NOXKAPHOM CUTHANN3ALUN.

2.11. ObecneyeHne aHTMBMpPYCHOro KoHTpons B WCMAH ocyuiecTBnseTcA B COOTBETCTBUM C
YCTAHOBNEHHbIM OnepaTopamu MOPASKOM C MPUMEHEHMEM CPEeACTB  AHTUBMPYCHOW  3alUUThI
nHbopmaumu.

2.12. B UICNAH B uenax obecrneyeHnsa 6€30MacHOCTN NEPCOHA/IbHbIX AaHHbIX NPU UX nepeaade no
CeTAM CBA3M 06LEero NoAbL30BaHMUA U (UIK) ceTAM MeXAYHapoAHOro MHPOPMALMOHHOrO 06MeHa, B TOM
yncne cet MHTepHeT, npumeHstoTca ceptuomumposaHHblie PCE Poccnmn CK3U.

YKasaHHble CK3M gonyckaeTca He NPUMEHSATL B C/leAyoWwmnx CayYanx:

eCcnm nepepada NepcoHabHbIX AaHHbIX OCYLWLECTBAAETCA NO BbIAeﬂeHHOVI CeTn CBA3N B MCHﬂ,H
Tmnos 3 n5wu OnepaTopOM npeanpuHATblI mepbl NO 3alnTe NepeaaBaeMbiX NEPCOHA/IbHbIX AAaHHbIX OT
nepexsata HapywunutTenem,

ecnu B UCMNAOH (cermeHTe (cocTaBHol Yactn) UCNARH) nnn mexagy UCMNOH nepesadya nepcoHaibHbIX
OAHHbIX  OCYLLEeCTBAAETCA MNO CeTU CBA3M (33 MCKNIOYEHMEM CeTel CBSA3U  MeXKAyHapoLHOro
MHPOPMaLMOHHOTO 06MeHa, B TOM uncne ceth VIHTepHET), B npeaenax rpaHul, KOHTPOIMPYEMOIA 30HbI U
OnepaTtopom NpeanpuHATBI Mepbl NO 3aLLMTE NepesaBaeMblX MO CETU CBA3U MNEPCOHANbHbIX AAHHbIX OT
nepexeaTa HapywuTenem;
(B peq. noctaHoBNEHMSA NpPaBUTENbCTBA BopoHexKkcKkoi obiact oT 13.08.2018 N 694)

ecnun B UCNAH (cermeHTe (cocTaBHOM YacTn) UCMAH) unu mexay UCMNOH nepeayda nepcoHasbHbIX
OaHHbIX, B TOM 4ucie 3a npegenbl FPaHWUL, KOHTPOAMPYEMOW 30HbI, OCYLLECTBAAETCA MOCPenCTBOM
BMpPTyasibHOM YacTHoW ceTn (VPN), npeaoctaBnsemMoi onepaTopom CBS3W MPW OKasaHMMU YCAYrn CBA3M
Onepatopy B cootBeTcTBUU ¢ DeaepanbHbiM 3akoHoM oT 07.07.2003 N 126-d3 "O cBA3Kn" Ha OCHOBaHUM
3aK/IIOYEHHOrO rocyAapCTBEHHOIO KOHTPAKTa UAn A0roBopa.
(B pea. noctaHoBNEHMA NpaBUTENbCTBA BopoHekcKolt ob6nact ot 13.08.2018 N 694)

Ob6ocHoBaHMe HeobxoaAMMOCTU (MM OTCYTCTBUS TakoBOWM) npumeHeHua CK3U ana obecneyeHus
6€e30MacHOCTM NepcoHanbHbIX gaHHbIX B UCMNAH ocywecTensetca ee OnepaTopom B pa3pabaTtbiBaemoit
ans ato UCMNAH YacTHo mogenm yrpos.

2.13. Onepatopamu, npumeHsawwmmn CK3W, yctaHaBAMBaeTca NOpsAAOK, obecneynBaroLLmi
COXPaHHOCTb JOKyMeHTauuih Ha CK3W, MalmMHHbIX HOcuTeneit WHPoOpPMALMKM C  KOMMNEKTaMM
BoccTaHoBneHNA CK3WM, a TaKkke HoOcuTenem KA4YeBOK, MaposibHOM M ayTeHTudUumpytowen
nHpopmauum. JokymeHTaumsa Ha CK3U n HocuTenu xpaHATCA TOIbKO B [lomelleHuax B ceiidax nam
3aKpbIBaeMbIX Ha K/toy wKadax (AWwmKax) B yCI0BUAX, NPENATCTBYOWMX CBOOOAHOMY AOCTYNYy K HUM
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NMOCTOPOHHUX NNLL.

2.14. B WUCNAOH o6paboTka MWHPOPMALMKU OCYLLECTBAAETCS B OAHOMO/Ib30BaTE/IbCKOM MU
MHOTOMO0/b30BaATENbCKOM pexnmax. OcyLecTBAAETCA pa3rpaHMyeHme npas foctyna (Habopa gencremi,
paspeLleHHbIX A0 BbINOJHEHMA) NoAb3oBaTeNein. O6cayKMBaHME TEXHUYECKMX M MPOrPaMMHbIX CPEACTB
MCNAH, cpeacts 3awmTtbl MHGopMaunum, B Tom umncne CK3N u cpeabl x GYHKUMOHUPOBAHMA, BKAOYAA
HaCTPOMKY, KOHOUIYpUPOBaAHWE W pacnpenenieHne HocuTene KA4YeBOW WHPOpMaUUU  mexay
nosnb3oBatenamm MCMNAH, ocCylecTBAAETCA MNPUBUIETMPOBAHHbLIMU MO/Ib30BATENAMU  (CUCTEMHbIE
aOMMHUCTPATOPbI, OTBETCTBEHHble 3a obecnedyeHne 6e30MACHOCTM  MEPCOHANbHbIX  AAHHbIX,
aAMMHUCTPaTOpbl 6e3onacHOCTM MHPOPMAUMM), KOTOpble HA3HAyaloTcA M3 YMCNa AOBEPEHHbIX UL,
OnepaTtopamMn HasHayeHbl (onpeaeneHbl) COTPYAHUKM (CTPYKTYpHble noapasaeneHuns), OTBETCTBEHHbIE
3a obecneyeHne 6e30nNacHOCTN NepPCoHaNbHbIX AaHHbIX B UCMOH.

2.15. K o6bekTam 3awmTbl B MCMOH oTHOCATCA:
obpabaTbiBaeMble NEPCOHA/NbHbIE AAHHbIE;

TEXHWYECKME CPeacCTBa, B TOM YMC/le CPEACTBA BbIUMCANTENBHON TEXHWUKKU, MalMHHbIE HOCUTENN
NepCoHaNbHbIX AAHHbIX, CPeACTBAa M CUCTEMbI CBA3M W Nepefayn faHHbIX, TEXHUYECKME CpeacTBa
06paboTkn 6ykBeHHO-UMbpPOBOM, rpaduyeckoin, BUAEO- M peyeBol WHOOpPMAUUM, coaeprKallei
nepcoHanbHble AaHHbIE;

(8 pea. nocTaHoOBNEHMA NpaBUTENbCTBA BopoHekcKkol obnact ot 13.08.2018 N 694)

cpeAcTBa 3awwmTbl tHGopmauum, B Tom uncne CK3U;
cpeaa GYHKUMOHMPOBAHMA CPeacTB 3almTbl tHGopMaLunm, B Tom uncne CK3U;

MHbOPMaUMs, OTHOCALLLAACA K 3aLMTE NEePCOHANbHbIX AaHHbIX, BKAOYAA KAOUYEBYIO, NAPO/bHYIO U
ayTeHTUPULMPYIOLLYIO MHPOPMALMIO;

HOCUTENIN KNOYEBOI, MAapObHOM U ayTeHTUdULUMpYytowel nHbopmauuuy;

OOKYMEHTbI, B KOTOPbIX OTParkeHa MHpopMaLma 0 mepax u cpeacteax 3awmTol UCMOH;
MomeweHus;

KaHanbl (MMHMK) cBA3MK.

2.16. UCMOH € y4ETOM MX CTPYKTYPHO-PYHKLMOHANbHbLIX XapaKTEPUCTMK U YCI0BUI SKCMIyaTaLmu,
a TaKXKe npuMeHAemMblX MHOOPMALMOHHbLIX TEXHOMOTUMI UM NPeanpUHATBIX Mep obecnedyeHus
6e30MacHOCTM MepCOoHaNbHbIX AAHHbIX, YKa3aHHbIX B HacCTOALWEM pas3fene, MMET CPegHUn ypoBeHb
NCXOAHOM 3aLUMLLEHHOCTY.

2.17. Onepatopsbl ana umetowmxca MCMNAH Ha NOCTOAHHOM OCHOBE A0J/IXKHbI 0becneuynBaTb mepbl
obecneyeHns 6€30MacHOCTM NePCOHa/bHbIX AaHHbIX, NPUBEAEHHbIE B HACTOALLEM pasaene.

3. OueHKa BO3MOXXHOCTel HapyluuTeneil No peaansawum yrpos
6e30nMacHOCTN NePCOHANbHbIX AaHHbIX

3.1. Hapywutenem ssasetca GU3MYECKOE NULO, CAYy4aliHO WAWM NpeAHaMepeHHO coBepliaoLlee
OeNCTBMA, CNeACcTBMEM KOTOPbIX ABAAETCA HapyleHne 6e30MacHOCTM MEePCOHaNbHbIX AAHHbIX MPU UX
obpaboTtke B UCMNAH.

B 3aBMCMMOCTM OT MpaBa Pa30BOr0 WMAM MNOCTOAHHOrO AOCTyna B KOHTPOAMPYEMYIO 30HY U
BO3MOKHOCTE No A0CTyny K 06pabaTtbiBaeMbiM NePCOHaNbHbIM AaHHbIM U (MAK) K KomnoHeHTam NCTOH
paccMaTpUBalOTCA HapyLIUTENN ABYX TUNOB:
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BHEWHMNE Hapywutenn - navda, He umerulme npasa A0CTyna K UCNOH unn ee oOTAENbHbIM
KOMMOHEHTaM;

BHYTPEHHME HapywuTenun - Ainua, MMetoLWwue NpPaBo NOCTOSHHOTO WK Pa3oBoro goctyna K MCMNAH
WY ee OTAEIbHbIM KOMNOHEHTaM.

3.2. C yyeTom cocTaBa (KaTeropun) n obbema obpabaTtbiBaemMbIx NepcoHanbHbIX AaHHbIX B UCMNAOH,
a TaKXe uenei M 3aga4y MX 06pabOTKM B KayecTBe BO3MOMKHbIX Lenen (moTuBauuu) peanusaumu
HapyLWMTenamm yrpo3 6e30nacHoOCTM NepcoHanbHbiX AaHHbIX B UCMOH moryT 6biTb:

nosyyeHue Bbirogbl NnyTem molweHHU4YeCTBa NN UHbIM MPECTYNHbIM NYyTEM,
Nto6oNbITCTBO MU KeNlaHue camopeannsauuum,
peannsauma yrpos 6esonacHocTH NepPCOHaNbHbIX AdHHbIX N3 MECTWU;

peanusauma  yrpo3 6e30nMacHOCTM  NEepPCOHaNbHbIX  AAHHbIX  HenpeAHamMepeHHO  U13-3a
HEOCTOPOXKHOCTU UM HEKBAaNUULNPOBAHHbIX AENCTBUN.

3.3. Onsa UCNAOH TMnoB 1, 3 n 5 ¢ 3a4aHHBbIMK CTPYKTYPHO-PYHKLMOHANbHBIMU XapaKTepUCTUKaMU
M 0cobeHHOCTAMM GYHKLUMOHUPOBAHMA (OCYLLLECTBAAETCA pa3rpaHMYeHMe Npas AOCTyna Nob3oBartesnei),
a TaKXKe C Y4YeTOM CAeNaHHbIX MPeano/ioXeHMin (MporHosa) O BO3MOMHbIX Uenax (MmoTusauun)
peanusaumm yrpo3 6e30MacHOCTM MEePCOHA/bHbIX [AaHHbIX PACCMATPUBAIOTCA CAeayloline BuAb
HapywuTenemn:

1A, NPUB/EKaeMble ANA YCTAHOBKM, HaNaLKu, MOHTaXa, MyCKOHaNaZ04HbIX U UHbIX BUAOB paboT,
- BHYTPEHHWE HapywuTenu;

vua, obcnyKuBatlowme UHPPACTPYKTypy onepatopa (oxpaHa, yOOpPLIMKKU U T.4.), - BHYTPEHHUE
HapywuTenu;

nonb3osatenn UCMOH - BHyTPEeHHUE HapyLwnTe un.

Ona NCNAOH Tmnos 2, 4 n 6 paccmaTpuBatoTca creaytowme Buabl HapyLUUTENen:
npecTynHble rpynnbl (KPUMUHANbHbIE CTPYKTYPbI) - BHELLHME HApYyLWUTeNu;
BHELLHMe CybbeKTbl (PU3nyeckme mua) - BHELWWHWE HApYLIUTENN;

Nnua, NpUBIEKaemble ANA YCTaHOBKM, HaNaaKuM, MOHTa)a, MyCKOHaNaA04HbIX U UHbIX BUAOB pabor,
- BHYTPEHHWE HapyLmTenu;

mua, obcnyxusatowme MHPpPacTpykTypy OnepaTtopa (oxpaHa, yOopLMKMA U T.4.), - BHYTPEHHUE
HapywwuTtenu;

nonb3osatenun UCIMOH - BHyTPEHHUE HapyLLINTENN;
ObIBLLIME COTPYAHMKM (NOIb30BATENN) - BHELLUHWE HAPYLUUTENN.

3.4. HapywwuTenu ob6nagatoT caeayowmmmn BOSMOMXKHOCTAMM MO peannsaummn yrpos 6e3onacHocTu
NepcoHanbHbIX gaHHbix 8 UCMOH:

nosiy4yatb MHPOpPMaumio 0b yA3BMMOCTAX OTAENbHbIX KoMnoHeHToB WUCMAH, onybaMKoBaHHYO B
06LWeA0CTYNHbIX UCTOYHMKAX;

nosy4atb MHPOPMaALMIO O METOAaX U CPpeacTBax peannsaumm yrpos 6e3onacHOCTM NepcoHanbHbIX
AaHHbIX (KOMMNbIOTEPHbIX aTak), 0Ny6/MKOBaHHbIX B 06LLEeA0CTYNHbIX MCTOYHWNKAX;



CaMOCTOATE/IbHO OCYLLECTBAATb CO34aHMe cnocoboB aTak, MOArOTOBKY WM MpoBeAeHMEe aTaK Ha
NCMNAH TonbKo 3a npeaenamm KOHTPOIMPYEMOW 30HbI;

CaMOCTOATENIbHO OCYLLECTBAATL CO34aHWe cnocoboB aTak, MOArOTOBKY W MpoBefeHMe aTak B
npezenax KOHTPOMPYEMOM 30HbI € GU3MUECKMM JOCTYyNOM U 6e3 pusnyeckoro goctyna K MCMNAH nam ee
OTAEe/IbHbIM KOMMOHEHTaM, Ha KOTOPbIX peasin3oBaHbl Mepbl U CPeAcTBa 3alWuTbl MHGOPMaLuKM, B TOM
uncne CK3U u cpega nx PyHKUMOHUPOBAHUA.

3.5. C yueTom MMeloLLEnCcs COBOKYNHOCTM NPEeANON0MKEHUN O Uenax (MoTMBaLLMKN) U BOSMOMKHOCTSAX
HapywuTenein no peanusaumm yrpos 6e30nacHOCTU MNepcoHanbHbIX AaHHbIXx B WCIMOH noTeHuman
HanaZeHuA Npu peanmsaumm yrpos 6e3onacHOCTU NepCoHaNbHbIX AaHHbIX 418 pacCMaTpPUBAEMbIX BUAOB
HapywuTenen 6yaetr 6a3oBbiii (HM3KKUIA). HapywuTenb ¢ 6a3oBbiM (HU3KMM) MOTEHUMANOM ABASETCA
HenpodeccnoHanom, UCMOoJb3yeT CTaHAAPTHOE 060pPYA0BaHUE, MMEET OrpaHMUYeHHble 3HaHus 06 NCMOH
MM COBCEM UX HE MMeeT, BO3SMOXKHOCTb goctyna K UCMOH nnm ee otaenbHbIM KOMAOHEHTAM OrpaHMyeHa
W KOHTPO/IMPYeTCA OpraHn3aumMoHHbIMU mepamm n cpeactsamu UCMNOH.

3.6. B UICMNAH yrpo3bl 6€30NacHOCTM NepCcoHanbHbIX AaHHbIX MOTYT 6bITb peasM30BaHbl BHELHUMMU
N BHYTPEHHUMM HapyWwUTeNAMM C 6a30BbIM (HU3KMM) NOTEHLMANOM CleayoWwmnmmn cnocobamm:

HEeCaHKLMOHUPOBaHHbIA AOCTYN M (MAK) BO3AencTBME Ha 06bEKTbI 3aLLUMUThI HA annapaTHOM YPOBHe
(nporpammbl (MUKponporpammbl), "npoLunTbie” B annapaTHbIX KOMMAOHEHTaX (unncerax));

HeCaHKLMOHMPOBAHHbIA A0CTYN U (MAKn) BO3aeiCcTBME Ha 06BEKTbI 3allMTbl Ha 06LLLEeCMCTEMHOM
YPOBHe (onepauyMoHHble CUCTEMBI, TUMEPBU30PDI);

HEeCaHKLMOHNPOBaHHbIN A0CTyN U (MAK) BO34eiCTBME HAa 06 BEKTDI 3aLLMTLI HA MPUKIAAHOM YPOBHE
(cuctembl ynpasneHna 6asammn gaHHbIX, 6paysepbl, BE6-NPUNOKEHMA, UHbIE NPUKAALHbIE MPOrPaMMbI
o6Lero 1 cneunanbHOro HasHaYeHus);

HECaHKLMOHNPOBaHHbIM A0CTyNn U (MAKn) Bo3aelcTBMe Ha O6BEKTbI 3alWMThl Ha CETEBOM YPOBHE
(ceTeBOE 06OPYAOBaHME, CETEBbIE NPUAOKEHUA, cCepBuchl), Kpome UCMAH Tmna 1;

HECaHKUMOHUPOBAHHbIN GU3NYECKUA JocTyn u (Mnn) Bo3aencTBue Ha 06beKTbI 3alLUTbl (KaHabl
(nMHMKM) cBA3M, TEXHMYECKME CpeacTBa, HOCUTENN MHbOPMaLMK).

4. AKTyanbHble yrpo3bl 6€30NacHOCTM NePCOHANbHbIX AAHHbIX
B MHdJOpmaU,VIOHHbIX CUCTemMax NepCoHaNbHbIX AaHHbIX

4.1. Yrpo3bl 6€30MacHOCTM MEePCOHANbHbIX AAHHbIX ABAAKOTCA akTyanbHbiMn gna UCMAOH, ecau
CYLLECTBYEeT BEPOATHOCTb UX peanv3auuu HapywwuTenem ¢ 6a3oBbiM (HM3KMM) MOTEHUMANIOM M TaKas
peanusauma npueBedeT K HenpuMemaembiM HeraTMBHbIM MocneacTsuam (ywepby) OT HapyleHus
KOHOUAEHUMANBbHOCTU, LENOCTHOCTM UAN AOCTYMHOCTM 06pabaTbiBaeMbIX NEPCOHANbHBIX AaHHbIX.

4.2. C y4eTOM CpefHero ypoBHA UCXo4HOM 3awwmweHHocTn UCMAH, coctaBa (KaTeropun) n obbema
obpabatbiBaembix B UCMAH nepcoHanbHbIX AaHHbIX, a TaKXKe ocobeHHOCTel nx obpabotkn ana UCMNAOH
aKTyasibHbl Yrpo3bl 6€30MNacHOCTM MNEePCOHasbHbIX AAHHbIX TPeTbero Tuna. Yrposbl 6e3onacHocTu
NepcoHanbHbIX AaHHbIX TpeTbero Tuna He CBA3aHbl C HaAUM4YMEM HEeAOKYMEHTUPOBAHHbIX
(HepeknapupoBaHHbIX) BO3MOXKHOCTEM B ucnonbsyemom B WCMAH CUCTEMHOM M NPUKAALHOM
nporpammHom obecneyeHum.

4.3. TMpuHMMasa BO BHMMaHWE MPUPOAHO-KAMMATUUYECKME YC/IOBWA, XapaKTepHble A4S
BopoHeKCKOM 061aCTH B CUY €€ TePPUTOPUANbHOTO NOJIOXKEHWS, @ TaKXKe NpeanpuHaTbie OnepaTopamm
Mmepbl obecneyeHns 6e30NacHOCTM MEePCOHANbHbLIX AAHHbIX, NPUBEAEHHblEe B pasgenie 2 HaCTOALLMX
AKTyanbHbIX yrpos, gna UCMNOH TexHoreHHble yrposbl, a TaKXe Yrposbl CTUXMMHbIX 6eACTBUM U UHbIX
NPUPOAHbLIX ABAEHUI HeaKTyaslbHbl, M pganee OyayT pPacCMaTpMBaTbCA TOMbKO aHTPOMOreHHble
(npeaHamepeHHble, HenpegHaMepeHHble) yrpo3bl 6e30NacHOCTM NePCOHaNbHbIX AAHHbIX.



C yuyeTom ocobeHHOCTEN OYHKUMOHUPOBAHWA, MCMONb3YEMbIX CTPYKTYPHO-QYHKLMOHANbHbIX
XapaKTEPUCTUK, NPUMEHSEMbIX WMHPOPMALMOHHBIX TEXHOJ/IOTUIM, XapaKTepa M cnocoboB 06paboTKu
NepPCcoHaNbHbIX AaHHbIX M NPeanpUHATLIX OnepaTopammn mep obecneyeHns 6€30nacHOCTM NEPCOHAbHbIX
[JaHHbIX, MPUBEAEHHbIX B pasgene 2 HAcTOALWMX AKTyasbHbIX Yrpo3, @ TaKKe BO3MOMKHbIX HEeraTUBHbIX
nocneacTeuii (ywepba) oT peannsaumm npegHamepeHHble Yrposbl YTEUKM MepCcoHasbHbIX AaHHbIX MO
TEXHWYECKMM KaHanam ans UCMNAH HeaKTyasbHbl, U Aanee M3 npegHamepeHHbIX yrpo3 6e3omnacHocTu
NMepPCOHaNbHbIX AaHHbIX OyAyT paccmMaTpuBaTbCsA TO/MbKO  yrpo3bl, peanusyemble 33  cyeT
HeCaHKLMOHNPOBAHHOIo A0CTyNa.

4.4. B KauvectBe 6a30Boro (npeaBapuTeNbHOro) nepeyHa yrpos 6e30MacHOCTM MepPCoHaNbHbIX
JaHHbIX AnAa paccmatpumsaembix Tvnos WCMOH npuHMMalOTCA yrpo3bl, NOAyYEeHHble U3 UCTOYHWUKOB
AaHHbIX 06 yrposax 6e3onacHocTM MHbOPMaLMKN, NPUBEAEHHbIX B NMyHKTe 1.8 HacToAWMX AKTyalbHbIX
Yrpo3, 1 peasnsyembie BHYTPEHHUM U BHELLHUM HapylumMTenem ¢ 6a3oBbiM (HU3KMM) noTeHumnanom. Mpu
3Tom wu3 6a3oBoro (NpenBapuTeNbHOIO) nepeyHss yrpo3 6e30MacHOCTM MNepcoHasbHbIX AAHHbIX
WCKNtOYatoTCa yrpo3bl 6e3onacHOCTU MHbopMaLmMmn, Heobxoanumble MHGOPMAUMOHHbIE TEXHONOMMN ANA
dopmMpoBaHNA KOTOpPbIX B paccmaTpuBaembix Tunax UCMAH He npumeHsaoTca (He MCnosb3yioTca) B
COOTBETCTBMU C MYHKTOM 2.4 HaCcTOALWMX AKTyaNbHbIX Yrpos3.

B KauectBe 6a30BOro (NpeaBapuTeNbHOrO) NepeyHsa yrpo3 6e3o0nacHOCTU NepPCcoHaNbHbIX AAHHbIX
ana UCNAH OnepaTopamMu paccmaTpmBatoTcA Yrpo3bl, 0603HaYeHHble aKTyabHbIMKU B NpuaoxKeHun N 1
K HacToAawMm AKTyanbHbIM yrpo3am. Mpu 3atom m3 6a30Boro (npeaBapuTenbHOro) nepeyHs yrpos
6€30MacHOCTM NepPCOHaNbHbIX AaHHbIX MCKAKOYAIOTCA Yrpo3bl 6€30nacHOCTM MHOopMaL MK, HeobxoauMble
MHGOPMALNOHHbBIE TEXHOJIOTUW UK CTPYKTYPHO-OYHKLMOHAbHbIE XapaKTePUCTUKN A1a GOpMMPOBaHNA
KoTtopbix B MUCMNOH He npumeHstoTcA (He MCMONb3YHTCA) B COOTBETCTBUM C NMYHKTOM 2.4 HACTOALLMX
AKTYaNbHbIX Yrpo3 W MMEIOLME COOTBETCTBYIOLLYIO MOMETKY B npunoxkeHmn N 1 K HactoAawmm
AKTYaNbHbIM Yrpo3am.
(B peq. noctaHoBNEHMA NpPaBUTENbCTBA BopoHexKkcKkoit obiact oT 13.08.2018 N 694)

B cnyyae ecnm yrposa 6e30MacHOCTM NEPCOHAJNIbHbLIX AAHHbIX MMEET HECKO/IbKO MOMETOK B
npunoxkeHnn N 1 K HacToALWMM AKTyasibHbIM Yrpo3aMm, yKa3blBatoOWMX Ha HEOOXOAMMOCTb HaMuMA s
ee GOPMMPOBAHUSA COOTBETCTBYHOLLUX MHOOPMALMOHHBIX TEXHOIOTUIA UIU CTPYKTYPHO-PYHKLLMOHANbHbBIX
XapaKTepUCTUK, To ONepaTopom Npw NPUHATAM PeLLEHMUS O BKIOYEHUMN (MCKAKOYEHMM) COOTBETCTBYIOLLLEN
yrposbl M3 6a3oBoro (npeaBapuTeNbHOro) nepeyHsa yrpos 6e30nacHOCTU MepCcoHasbHbIX AaHHbIX A/
NCNAH fonKHa NpUHMMATbCA BO BHUMAHME KaXKaan U3 TaKMX NOMETOK.

basoBblit (NpeaBapuTeNbHbIN) NepeyeHb paccmaTpmMBaeMblx yrpo3 6e30MacHOCTU NepPCoHasbHbIX
AaHHbIX ana UCMNOH npuBoauTca B paspabatbiBaemont ana atoii MCMAH YacTHo moaenm yrpos.

4.5. OueHKa aKTyasbHOCTM Yyrpo3 6e30MacHOCTM MepCoHaNbHbIX AaHHbIX W3  6a3oBoro
(npeaBapuTenbHOro) nepeyHs Aasa paccmatpuBaemblx TunoB MCMAH OCywecTBAAETCA C y4eTom
NPUMEHEHMA B  HWUX MWHOOPMALMOHHbLIX TEXHO/OMMK, Heobxoaumblx gna  GoOpPMUPOBaAHUA
COOTBETCTBYIOWMX Yrpo3, BEPOATHOCTM (4acToTbl) MX peanusaumu, BO3MOXKHOCTM peanvsauuu u
OMacHOCTM.

4.6. BepoATHOCTb (4acToTa) peanmsaumm yrpo3s 6e30MacHOCTM NEepPCOHasbHbIX  AaHHbIX
onpeaenseTca 3KCNepPTHbIM NYyTEM W XapaKTepusyeTcA BEpPOATHOCTbIO MX peanusaumm ana UCMNOH c
YUYETOM peasibHbIX YC0BUIA SKCMayaTaLUK.

C yyeTom 6asoBoro (HM3KOro) noTeHLMana BO3MOMHbIX HapylUUTENEd W CPeAHEero YpOBHSA
ncxogHo 3awmuieHHoct WCNAH  BepoATHOCTb (4actoTa) peanmsaumm yrpo3 6esonacHocTu
nepcoHanbHbIX AaHHbIX ana NCMNAH oueHMBaeTcA He Bbile cpeaHein. O6beKTUBHbIE NPeAnoCbIIKK ANs
peannsaunm yrpo3 6e30nacHOCTM NepcoHaibHbIX AaHHbIX CYLLECTBYIOT, HO MPUHATbIE Mepbl obecneyeHns
6e30nacHOCTN NepCcoHasbHbIX AaHHbix B UCMNAH HeaoCcTaToOuHbI.

3KCI’IepTHaﬂ OUuEeHKa BEPOATHOCTU (HaCTOTbI) peannsaumnmn Ka)K,CI,Ol\;I yrpo3bl 6esonacHocTH
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NepCcoHaNbHbIX faHHbIX U3 63a30BOTO (NpeaBapUTeIbHOMO) MepeYHs A5 paccmaTpuBaembix Tunos MCMNAOH
coaeputca B npunoxkeHnn N 1 K HacTOALWMM AKTYaIbHbIM Yrpo3am.

JKcnepTHaA OLEHKa BEPOATHOCTU (4acToTbl) peanusauum yrpo3 6e30MacHOCTM NepPCcOoHaNbHbIX
OaHHbIX, BK/IOYEHHbIX B 6a30Bbll (NpeaBapuTenbHbli) nepeveHb ana UCMAH, ocyuwiecTBaseTca ux
OnepaTopamu (c npusaeYeHMEM COTPYAHMKOB, YKa3aHHbIX B MyHKTe 1.13 HacToAwmMX AKTyaNbHbIX Yrpos3)
C YYEeTOM MaKCMMasibHbIX 3HAYEHWUA BEPOATHOCTM (4acToTbl) peasmnsauum COOTBETCTBYHOLUMX Yrpos3,
npuseaeHHbIX B npunoxeHnn N 1 K HacToAwmMm AKTyasbHbIM yrpo3am, U NpUBoANTCA B HacTHbIX moaenax
yrpos, paspabatbiBaembix ana atux NCMAH.

4.7. OnacHOCTb yrpo3 6e30nacHOCTU NePCOHasbHbIX AaHHbIX ONPeAensaeTca 3KCNepTHbIM NyTeM U
XapaKTepnlyetcA BO3MOXHbIMU HEraTMBHbIMKU nocneacrsnmamMmm OT UX peasnsauunn anAa OnepaTopa n
Cy6beKTOB NEPCOHA/IbHbIX AAHHbIX.

C yyetom coctaBa (Kateropun) n obbema obpabatbiBaembix B UCMOH nepcoHanbHbIX AaHHbIX, a
TaK)Ke YPOBHSA 3aWMLEHHOCTM NEepCoHaNnbHbIX AaHHbIX B MCMNAH (HeobxoamMmo obecneyeHne He Bbile
yem BTOPOro YPOBHS 3aLUMULLEHHOCTM NEPCOHasbHbIX JAaHHbIX) ONacHocTb Yyrpo3 6esonacHOCTU
nepcoHanbHbIX AaHHbIX ANA paccmaTpuBaemblx Tunos WMCIMNAH oueHuBaeTca He Bbiwe cpegHen. B
pesynbTarte HapyLwweHuna OfHOrO M3  CBOWCTB  6HesonacHoCTU NepCcoHaNbHbIX  AaHHbIX
(KOHOUAEHUMANBHOCTb, LLENOCTHOCTb, AOCTYNHOCTb) BO3MOMHbI YMEPEHHbIE HeraTUBHbIE NOC/NeAcTBUA
ans OnepaTopoB M CyBBLEKTOB MepCOHanbHbIX AaHHbIX. MpXM 3TOM onacHOCTb yrpo3 6esonacHoCcTH
NnepcoHanbHbIX AaHHbIX, HanNpPaB/IEHHbIX HA HApPYLIEHWE MUX LEeIOCTHOCTM W A0CTYMHOCTU Npu 06paboTKe B
MCMNAOH, oueHWBaeTca Kak HW3Kasa. B pesynbTaTe HapylweHuMa OAHOro M3 CBOWMCTB 6e3omnacHOCTU
NepPCoHaNbHbIX AaHHbIX (LENOCTHOCTb, AOCTYMHOCTb) BO3MOMHbI HE3HaYuTesIbHble HeraTuMBHbIe
nocneactema gns OnepaTtopos U Cy6bEKTOB NEPCOHANbHbIX AAHHbIX.

(8 pea. nocTaHOBNEHMA NpaBUTENbCTBA BopoHekcKkolt obnact ot 13.08.2018 N 694)

Ab3au, yTpatun cuay. - NoctaHoBNEHWe NpaBuTenbcTBa BopoHexckoi obnactu ot 13.08.2018 N 694.

JKCnepTHaA OLLeHKa ONacHOCTM KaXKaoM yrpo3bl 6e30nacHOCTM NepCcoHanbHbIX AaHHbIX M3 6a30Boro
(npeaBapuTENbHOrO) NEpeyHsa gna paccmaTpuBaemblx Tunos UCTMAOH coaepskuTca B npuaoxenmm N 1 K
HaCTOALMM AKTyasibHbIM Yrpo3am.

OueHKa oMacHOCTM yrpo3 6e30MacHOCTM MNEPCOHANbHbIX [AaHHbIX, BK/OYEHHbIX B 0a30BbIi
(npepBapuTenbHbiit) nepedeHb ana WCMNAH, ucnonb3yetcs Onepatopamu u3 npunoxenma N 1 K
HACTOALWMM AKTyaslbHbIM YrpO3am M NpUBOAUTCA B YacTHbIX MOAENAX yrpos, paspabaTbiBaemblx 418 3TUX
MCNAH.

4.8. OueHKa BO3MOHOCTM peann3auumn U akTyasbHOCTM yrpo3 6e30MacHOCTM NepCcoHasbHbIX
JaHHbIX M3 6a30BOro (NpeaBapuTENbHOIO) NepeYHs A paccmaTtpueaembix Tunos NCMAH copep»KuTcs B
npunoxeHum N 1 K HacToAWMM AKTyasibHbIM Yrpo3am.

OueHKa BO3MOMKHOCTM peanmnsaLmm 1 akTyaabHOCTM Yrpo3 6€30MNacHOCTM NepPCOoHasbHbIX AaHHbIX,
BK/IIOYEHHbIX B 6a30BbIN (MpeaBapuTenbHblii) nepedeHb gasa UCMOH, ocywecTsaseTca ux Onepatopamm
(c npuBneyYeHMem COTPYAHMKOB, yKasaHHbIX B MyHKTe 1.13 HacToAwwMx AKTyaibHbIX Yrpo3) c y4yeTom
MaKCMMasibHbIX 3HAYeHUA BO3MOXKHOCTM peanv3aummM U aKTyaJIbHOCTM COOTBETCTBYIOLWMX Yrpo3,
npuseAeHHbIX B npunoxeHnn N 1 K HacToAWwmMM AKTYyanbHbIM yrpo3am, U NPUBOAUTCA B HacTHbIX moaenax
yrpos, paspabartbiBaembix ana 3tux MCMAH.

4.9. COBOKYMHOCTb NPeAno/IoXKEHUI O BO3MOMKHOCTAX, KOTOpPble MOrMYT MCMOAb30BaTbCA MpPU
co3zaHunu cnocoboB, NOAroTOBKE U NPOBEAEHUMN aTaK g/a paccmaTtpusaembix Tunos UCNAH, B cnyyae
NPUMEHEHUA B HUX ANs obecnedyeHns 6e30NacHOCTM NepcoHanbHbIX AaHHbIX CK3U, ¢ yueTom 6asosoro
(HM3KOro) NoTeHuMana BO3MOMKHbIX HapylwuTenen u npeanpuHaTbix OnepaTopamun mep obecneyeHus
6e30MacHOCTM MEePCOHANbHbIX AaHHbIX, NMPUBEAEHHbIX B pasfesne 2 HACcToAWMX AKTyaNbHbIX Yrpos,
CoAepKUTCA B NpunoKeHnn N 2 K HaCcTOALLMM AKTYa/IbHbIM yrpo3am.
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COBOKYMHOCTb NPeANON0MKEHN O BO3MOMXKHOCTAX, KOTOPbIE MOTYT MCNO/b30BATHCA NPU CO34aHUN
cnocoboB, NnoArotToBke M nposefeHMun aTtak ana MCMNAH, B KoTopbix Ana obecneyeHma 6€30NacHOCTM
NnepcoHanbHbIX AaHHbiX OnepaTopamu NpUHATO peweHne npumeHeHma CK3W, wcnonb3yetca
Onepatopamun m3 npunoxeHna N 2 K HacToAwMMm AKTyasbHbIM yrpo3am M npuBoamuTcA B YacTHbIX
Mozensix yrpos, paspabartbiBaembix gas atux UCNOH.

MpunoxkeHne N 1

K yrposam 6esonacHocTu

NepCoHaNbHbIX AaHHbIX, aKTYa/1IbHbIX

npu 06paboTke NepcoHasibHbIX

[OAHHbIX B MHPOPMALMOHHbIX CUCTEMAX
NepPCOHaNbHbIX AaHHbIX NPaBUTENbCTBA
BopoHeKcKkoi 06/1aCTu, CNOHUTENbHbIX
OpPraHoOB rocy4apCTBEHHOM BNaCTU
BopoHerkckolt obnactn n
NnoABeAOMCTBEHHbIX UM OpraHu3aLni

MepeyeHb
AKTya/bHbIX Yrpo3 6€30nacHOCTU NePCOHa/IbHbIX AAHHbIX NPU UX
o6paboTtke B paccmatpuBaembix Tunax MCNAH

Cn1COK U3MEHAIOLWMX JOKYMEHTOB
(B pen. nocTaHoOBNEHMA NpaBUTENbCTBA BopoHekcKkol obnactn ot 13.08.2018 N 694)

AKTya/IbHOCTb
MCNO/1b30BaHU
NpeHTndumKa q
TOP Yyrpo3bli
N Pyrp (npumeHeHus)
n/n 13 baHka HavmeHoBaHMe yrposbl e MpnmeyvaHue
OaHHbIX A
NOCTPOEHUA U
yrpos
peanusauunm
aTak
1. Yrposa annapaTHoro cbpoca ManaAa BepoATHOCTb
napons BIOS peannsaunm yrposbl. HM3KanA
YBN.004 HeakTyanbHo BO3MOXHOCTb peanmnsaumnm
yrpo3bl. HM3Kasa onacHocTb
yrposbl
2. Yrpo3sa BHeApeHUA Koaa uan Hun3Kkaa BepoATHOCTb
OaHHbIX peanusaunm yrposbi.
YBW.006 <1> AKTyanbHo CpeHAA BOSMOXKHOCTb
peanusaunm yrposbi.
CpeaHaa onacHOCTb yrposbl
3. Yrpo3a BoCCTaHOBAEHMA CpeaHAa BEpPOATHOCTb
ayTeHTUPUKALMOHHOM eanm3auum yrposol.
YBN.008 y uay, AKTyanbHo P HAv yTp
nHbopmauum CpeaHAaa BO3MOKHOCTb
peanusaunm yrposb.
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CpeaHAa onacHOCTb yrpos3bl

4, Yrpo3a BoCCTaHOBAEHMA Manaa BepoATHOCTb
npeablaywen yassumon peanusaunm yrposbl. Hu3Kaa
YBEN.009 Bepcuun BIOS HeakTtyanbHo BO3MOKHOCTb peanmsaumm
yrposbl. HM3Kasa onacHocTb
yrposbl
5. Yrposa geastopumsaunm Hn3Kasa BepoATHOCTb
CaHKLMOHUPOBAHHOIO peanusaunm yrposbil.
YBW.011 <2> | knneHTa becnpoBogHoOM ceTn | HeakTyanbHoO CpeaHsaa BO3MOKHOCTb
peanusaunm yrposbl. Hu3Kaa
OMACHOCTb Yrpo3bl
6. Yrpo3a 4ecTpyKTMBHOIO CpefHaa BEepOATHOCTb
M3MEHEHNA peanusaunm yrposbi.
YBU.012 KoHburypaumn/cpeasl HeakTyanbHo CpefHaa BO3MOXKHOCTb
OKpPYXXeHUs Nporpamm peanusaunm yrposbl. Hu3Kasa
OMaCHOCTb Yrpo3bl
7. Yrpo3sa AecTpyKTMBHOIO Hn3KaA BepoATHOCTb
MCNONb30BaHUA peanusaunm yrposbl.
YBN.013 OEKNapupoBaHHOro HeakTtyanbHo CpeaHAaa BO3MOKHOCTb
¢dyHKumoHana BIOS peanusaunm yrposbl. Hu3Kaa
OMACHOCTb Yrpo3bl
8. Yrposa AAnTenbHoro Hu3Kaa BepoATHOCTb
yAeprKaHuA peanusaLmmn yrposbl.
YBN.014 BbIYUCAUTENbHbIX PECYypCcoB HeakTtyanbHO CpenHAA BO3MOKHOCTb
nonb3oBaTenamm peanusaunm yrposbl. Hu3Kasa
OMaCHOCTb Yrpo3bl
9. Yrposa goctyna K CpeaHAAa BepOATHOCTb
3awmwaemolm dannam ¢ peannsaLmm yrpossi.
YBU.015 MCcnoJib3oBaHnem ob6xoaHOro AKTyanbHoO CpenHAA BO3MOKHOCTb
nyTu peanusaLmmn yrposbi.
CpenHAa onacHOCTb yrposbl
10. Yrposa Manaa BepoOATHOCTb
Aoctyna/nepexsata/usmeHe peanusaunm yrposbl. Hu3Kasn
YBW.017 <1> | HuAa HTTP cookies HeakTyanbHo BO3MOXHOCTb peasinsauunm
yrpo3bl. CpeaHAs onacHOCTb
yrposbl
11. Yrposa 3arpysku HelTaTHOM Hu3Kaa BepoATHOCTb
onepaumnoHHOM cucTembl peanusaunm yrposbi.
YBEN.018 AKTyanbHo CpeaHAA BO3MOKHOCTb
peanusaunm yrposbi.
CpeaHaa onacHOCTb yrposbl
12. Yrposa 3apaxeHuna DNS- Hun3Kkaa BepoATHOCTb
Kewa peanusaunm yrposbi.
YBW.019 <1> AKTyanbHo CpeaHAA BO3MOXKHOCTb

peannsauum yrposbl.
CpeZHsAs onacHOCTb yrpo3bl




13. Yrpo3a nsbbITouHoro Hn3Kasa BepoATHOCTb
BblAEeNEHNA ONepaTUBHOM peanusaLmmn yrposbi.
YBN.022 namaTu HeakTyanbHo CpefHaa BO3MOXKHOCTb
peannsaunm yrposbl. HM3Kan
OMaCHOCTb Yrpos3bl
14, Yrpo3sa usmeHeHumsa CpeaHAsa BEPOATHOCTb
KOMMOHEHTOB CUCTEMDI peanusaunm yrposbl.
YBN.023 HeakTtyanbHo CpeaHAaa BO3MOKHOCTb
peannsaunm yrposbl. HM3Kan
OMaCHOCTb Yrpos3bl
15. Yrpo3sa uckaxeHma Manaa BepoATHOCTb
BBOAMMOM M BbIBOAMMOMN Ha peanusaunm yrposbl. Hu3Kaa
YBN.027 nepudepuiiHble ycTpoiicTea HeakTtyanbHo BO3MOKHOCTb peanmsaumm
nHpopmaymm yrposbl. HM3Kasa onacHocTb
yrposbl
16. Yrposa ncnonb3oBaHmA CpefHaa BepOATHOCTb
aNbTEPHATUBHbIX NyTeW peanusaummn yrposbi.
YBN.028 [0CTyna K pecypcam AKTyanbHoO CpeaHAA BO3MOKHOCTb
peanusaummn yrposbi.
CpefHaa onacHOCTb Yyrpos3bl
17. Yrpo3a ncnosb3oBaHmA Hn3KaA BepoATHOCTb
nHpopmaymm peanusaunm yrposbl.
YBN.030 naeHtTuduKaunmn/ayteHTudu AKTyanbHO CpeaHAs BOSMOXKHOCTb
Kauuu, 3afaHHOM no peanusaLmmn yrposbi.
YMONYQHUIO CpefHAs onacHOCTb yrpo3bl
18. Yrpo3a ncnosb3oBaHmA Hn3KaA BepoATHOCTb
MEXaHU3MOB aBTOpPMU3aLUK peanusaunm yrposbi.
YBN.031 ONA NOBbIWEHNA NPUBUIETUN AKTyanbHo CpeaHAaa BO3MOKHOCTb
peanusaunm yrposbi.
CpeaHaa onacHOCTb yrposbl
19. Yrpo3sa ucnosib3oBaHuA CpeaHAAa BEpOATHOCTb
cnabocTtei NpoTOKONOB peanu3aumm yrpossi.
YBW.034 <1> | ceTeBOro/noKanbHOro AKTyanbHoO CpenHAA BO3MOKHOCTb
obmeHa faHHbIMM peanusaunm yrposbi.
CpeaHAAa onacHOCTb yrposbl
20. Yrpo3a meKcanToBoro Hn3KaA BepoATHOCTb
CKPMNTUHrA peanusaunm yrposbi.
YBN.041 <1> AKTyanbHo CpeaHAA BO3MOKHOCTb
peanusaunm yrpossbi.
CpeaHAaa onacHOCTb yrposbl
21. Yrposa HapyLeHua ManaAa BepoATHOCTb
M301AUMN cpeapl peanusaunm yrposbl. Hu3Kasn
YBWN.045 ncnonHenua BIOS HeakTyanbHo BO3MOXHOCTb peanmnsaumnm
yrpo3bl. CpeaHAs onacHOCTb
yrposbl
22. YBN.046 Yrposa HapyLlweHua HeakTyanbHo Manaa BepoATHOCTb




npoueaypbl ayTeHTUdUKaL MM
cy6beKToB BUPTYaibHOrO

peanusaunm yrposbl. Huskan
BO3MOXHOCTb peann3aumm

MHGOPMALMOHHOTO yrposbl. CpefHAA 0NacHOCTb
B3aMmoencTama yrposbl
23. Yrposa HapyLweHua Manaa BepoATHOCTb
LLeNOCTHOCTU AaHHbIX KoLwa peanusaumu yrposbl. H13Kan
YBN.049 HeakTtyanbHo BO3MOKHOCTb peanmsaumm
yrposbl. HU3Kkaa onacHocTb
yrposbl
24. Yrpo3a HeBO3MOXHOCTHU Manaa BepoATHOCTb
BOCCTAHOB/EHUA ceccum peanusaunu yrposbl. H13Kan
YBN.051 paboTbl Ha M3BM npwm HeakTtyanbHo BO3MOKHOCTb peanmsaumm
BbIBOAE M3 NPOMEXKYTOUHbIX yrposbl. HU3Kkaa onacHocTb
COCTOAHMUI NUTaHKA yrposbl
25. Yrpo3a HeBO3MOXHOCTHU Manaa BepoATHOCTb
MUrpauum obpasos peanusaunm yrposbl. H13Kan
YBWN.052 <1>, | BupTyanbHbIX MaLLIMH U3-3a BO3MOHOCTb peanmsauum
HeakTyanbHo
<3> HEeCOBMEeCTMMOCTH yrpo3sbl. Hu3Kaa onacHocTb
annapaTHoro n yrposbl
nporpammHoro obecrneyeHus
26. Yrpo3a HEBO3MOXKHOCTH Manaa BepoATHOCTb
ynpasneHua npaBamu peanusaunu yrposbl. H13Kan
YBN.053 nonb3osaTenei BIOS HeakTyanbHo BO3MOHOCTb peanmsauum
yrposbl. HM3Kasa onacHoCTb
yrposbl
27. Yrpo3a HeEKOHTPOANPYEMOro ManaAa BepoATHOCTb
poCTa Yncna BUPTYyanbHbIX peanusaunu yrposbl. H13Kan
YBW.058 <3> | mawuH HeakTyanbHo BO3MOXHOCTb peasin3auunm
yrposbl. HU3Kkaa onacHocTb
yrposbl
28. Yrpo3a HEKOHTPOAMUPYEMOrO Manaa BepoATHOCTb
pocTta yncna peanusauum yrposbl. H13Kan
YBN.059 3ape3epBMPOBAHHbIX HeakTyanbHo BO3MOHOCTb peanmsaumm
BbIYNCNUTENbHbIX PecypcoB yrposbl. HU3Kkaa onacHocTb
yrposbl
29. Yrpo3a HEKOPPEKTHOro Hun3kana BepoATHOCTb
MCNO/Ib30BaHUA peanu3aumm yrposbi.
YBWN.062 <1> | npO3pavyHOro nNpoKcu- AKTyanbHoO CpeaHAA BO3MOXKHOCTb
cepBepa 3a cyeT NAarnMHosB peanusaunmn yrposbl.
bpay3epa CpeHAA onacHOCTb yrposbl
30. Yrpo3sa HenpaBoOMepHOro CpefHAa BEPOATHOCTb
O3HaKoMeHUA ¢ peanu3aummn yrposbi.
YBU.067 3awmuaemoint HGopmaumen AKTyanbHO CpeHAA BOSMOXKHOCTb
peanu3aLnn yrposbi.
CpeaHAa onacHOCTb yrposbl
31. | YBN.069 <1> |Yrpo3a HenpaBOMepPHbIX AKTyanbHo CpefHAna BEpOATHOCTb




[eNCTBMIA B KaHaax CBA3U

peanusaLmmn yrposbi.
CpeaHAA BO3MOXKHOCTb
peanusaunmn yrposbi.
CpeHAAa onacHOCTb yrposbl

32. Yrposa Hu3KaA BepoATHOCTb
HeCaHKLUWOHMPOBAHHOIO peanunsaumn yrposbi.
YBEN.071 BOCCTaHOB/IEHUA yaaNEeHHON AKTyanbHo CpeaHAaa BO3MOKHOCTb
3awmaemon MHbopmaLmm peanunsaumn yrposbi.
CpefHAs onacHOCTb yrposbl
33. Yrposa Manaa BepoATHOCTb
HEeCaHKLUWOHMPOBAHHOIO peanusaumn yrposbl. Hu3Kkan
YBN.072 BbIK/IIOYEHUA UK 06X0aa HeakTtyanbHo BO3MOKHOCTb peanmsaumm
MexXaHM3Ma 3aWwmTbl OT yrpo3bl. CpegHAA onacHOCTb
3anucu B BIOS yrposbl
34. Yrposa Hwn3Kkasa BepoATHOCTb
HECAHKLLMOHNPOBAHHOIO peanusaLmmn yrposbi.
YBEN.074 [OCTyna K AKTyanbHO CpegHaa BO3MOXKHOCTb
ayTeHTUDUKaALMOHHOM peanusaLmmn yrposbi.
nHbopmaumm CpefHAa onacHOCTb yrpo3bl
35. Yrposa Manaa BepoATHOCTb
HeCaHKLUWOHMPOBAHHOIO peanusaumn yrposbl. Hu3Kkan
YBWU.075 | pmocTyna K BUPTYyanbHbIM HeakTtyanbHo BO3MOXHOCTb peasinsaumm
KaHanam nepegaym yrposbl. CpegHAsA 0nacHOCTb
yrposbl
36. Yrposa Manaa BepoATHOCTb
HeCaHKLUWOHMPOBAHHOIO peanusaumn yrposbl. Hu3Kan
OCTyNa K 3alMLLaeMbIM BO3MOXHOCTb peannsaumm
YBN.078 <3> Aocty tint HeakTtyanbHo P "
BMPTYaSbHbIM MaLUMHAM U3 yrpo3bl. CpegHAA OnacHOCTb
BUPTYanbHOU 1 (1nn) yrpo3bi
dusnyeckolii cetn
37. Yrposa Manaa BepoATHOCTb
HECAHKLLMOHNPOBAHHOIO peanusauum yrposbl. H13Kan
OCTyna K 3aluLaembim BO3MOXHOCTb peasinsaLum
YBW.079 <3> AocTy L HeakTtyanbHo P 4
BUPTYa/IbHbIM MaLlINMHAM CO yrpo3bl. CpegHAA onacHOCTb
CTOPOHBI APYrnX yrposbi
BUPTYaNbHbIX MALIWH
38. Yrposa Hn3KaA BepoATHOCTb
HEeCaHKLWOHMPOBAHHOIO €a/in3aumm yrposbol.
YBM.083 <1>, H1OHNP P UM yrp
<> [OCTyMa K cucTeme no AKTyasibHO CpeaHAA BO3MOXKHOCTb
6ecnpoBOAHbIM KaHanam peanunsaunn yrposbi.
CpeaHAa onacHOCTb Yrposbl
39. Yrposa CpenHAs BEpPOATHOCTb
HeCaHKLUWOHMPOBAHHOIO peanunsaumm yrposbi.
YBN.084 [0CTyNa K cucTeme XpaHeHuaA AKTyaNbHO CpefHAaa BO3MOXKHOCTb

AaHHbIX U3 BUPTYabHOM U
(nnn) pusmnuyeckoim cetu

peanusaumnm yrposbl.
CpeaHAa onacHOCTb yrpos3bl




40. Yrposa Hn3Kasa BepoATHOCTb
HECaHKLMOHUPOBAHHOIO peanusaunm yrposbil.
YBEN.086 M3MeHeHuA HeakTyanbHo CpefHaa BO3MOXKHOCTb
ayTEeHTUPUKALMOHHOMN peanusaumm yrposbl. H13Kan
nHpopmaumm OMAaCHOCTb Yrpo3bl
41. Yrposa Manaa BepoATHOCTb
HECaHKLMOHUPOBAHHOIO peanusaunm yrposbl. Hu3Kaa
YBN.087 MCNONb30BaHUA HeakTtyanbHo BO3MOHOCTb peanmsaumm
NPUBUIETMPOBAHHbIX yrpo3bl. CpeaHAs 0nacHOCTb
¢dyHKLMIA BIOS yrposbl
42. Yrposa CpeaHAsa BEPOATHOCTb
HECaHKLMOHUPOBAHHOIO peanusaunm yrposbl.
YBN.088 KOMUPOBAHMA 3aLLMLLLAEMOM AKTyanbHo CpeaHAaa BO3MOKHOCTb
nHpopmaymm peanusaunm yrposbl.
CpeaHaa onacHOCTb yrposbl
43, Yrposa CpefHaa BEepOATHOCTb
HECaHKLMOHUPOBAHHOIO peanusaunm yrposbi.
YBN.089 pefakTUpoOBaHUA peecTpa AKTyanbHoO CpeaHAA BO3MOKHOCTb
peanusaunm yrposbil.
CpefHaa onacHOCTb Yyrpos3bl
44, Yrposa CpenHAsa BEpPOATHOCTb
HECAaHKLMOHUPOBAHHOIO peanusaunm yrposbl.
YBEU.090 CO3/4,aHMA YYETHOM 3anmcK AKTyanbHoO CpenHAA BO3MOKHOCTb
nosib3oBaTens peanusaLmmn yrposbi.
CpeanHAa onacHOCTb yrpos3bl
45, Yrposa Hn3kana BepoATHOCTb
HECAaHKLMOHUPOBAHHOIO peanusaunm yrposbi.
YBN.091 yAaneHua 3ami,aemon HeakTtyanbHo CpeaHAaa BO3MOKHOCTb
nHpopmaymm peanusaunm yrposbl. Hu3sKkaa
OMAaCHOCTb Yrpo3bl
46. Yrposa ManaAa BepoATHOCTb
HECAHKLLMOHNPOBAHHOIO peanusauum yrposbl. H13Kan
YBN.093 ynpasneHua bydepom HeakTyanbHo BO3MOHOCTb peanmsaumm
yrposbl. HM3Kasa onacHocCTb
yrposbl
47. Yrpo3a ob6HapyKeHus CpenHAs BEPOATHOCTb
OTKPbITbIX MOPTOB U peanusaunm yrposbi.
YBWN.098 <1> | naeHTMdMKaumm AKTyanbHo CpeaHAA BO3MOKHOCTb
NPUBA3AHHbIX K HEMY peanusaunm yrposbi.
ceTeBbIX C/YKO CpeaHAaa onacHOCTb yrposbl
48. Yrpo3a o6HapyKeHns XocToB CpenHAs BEpPOATHOCTb
peanusaunm yrposbi.
YBW.099 <1> AKTyanbHo CpeHAA BOSMOXKHOCTb
peanusaunm yrposbi.
CpeaHaa onacHOCTb yrposbl
49. YBN.100 Yrposa o6xona HeKoppeKTHo | HeakTyanbHO Manaa BepoATHOCTb




HACTPOEHHbIX MEXaHN3MOB

peanusaunm yrposbl. Huskan

ayTeHTUdUKaumm BO3MOXHOCTb peasimsaLum
yrposbl. CpegHAAa onacHOCTb
yrposbl
50. Yrposa onpegeneHua TMnos CpeaHAsa BEPOATHOCTb
06BEKTOB 3aLUUTDI peanusaunn yrposbi.
YBN.103 <1> HeakTtyanbHo CpeaHAA BO3MOXKHOCTb
peanusaumu yrposbl. H13Kan
OMNaCHOCTb Yrpo3bl
51. Yrposa onpegeneHua CpeaHAsa BEPOATHOCTb
TOMNOMIOMMMU BbIMUCAUTENBHOW peanusaunm yrposbi.
YBWN.104 <1> | ceTn HeakTtyanbHo CpeHAA BO3MOXHOCTb
peanusaunu yrposbl. H13Kan
OMacHOCTb Yrpo3bl
52. Yrposa ownbKkn obHoBNEHMS Manasa BepoATHOCTb
rmnepsunsopa peannsaunm yrposbl. HM3Kan
YBN.108 <3> HeakTtyanbHO BO3MOHOCTb peanmsauum
yrpo3sbl. HM3Kaa onacHoOCTb
yrposbl
53. Yrpo3sa nepesarpysKku CpenHAsa BEpPOATHOCTb
annapaTHbIX U NPOrpaMmmMHO- peanusaunmn yrposbi.
YBN.113 annapaTHbIX cpeacTs HeakTtyanbHo CpeaHAaa BO3MOKHOCTb
BbIYNCANTENBHOM TEXHUKM peanusauum yrposbl. Hu3Kan
OMACHOCTb Yrpo3bl
54, Yrpo3a nepexsaTta BBOAMMOWM ManaAa BepoATHOCTb
W BbIBOAMMOW Ha peanusaunu yrposbl. H13Kan
YBWN.115 nepudepuiiHble ycTpoiicTea HeakTyanbHo BO3MOXHOCTb peasnsaumnm
nHbopmauum yrposbl. CpeaHAA 0nacHOCTb
yrposbl
55. Yrpo3sa nepexsaTa AaHHbIX, CpeaHAAa BEpPOATHOCTb
nepegasaemblx Mo peanusauunm yrposbi.
YBWN.116 <1> | BbIUNCAUTENBHOM CETU AKTyanbHoO CpenHAA BO3MOKHOCTb
peanusauunm yrposbi.
CpeaHAA onacHOCTb yrposbl
56. Yrpo3sa nospexaeHusn Manasa BepoATHOCTb
CUCTEMHOrO peecTpa peanusaumu yrposbl. H13Kan
YBN.121 HeakTyanbHo BO3MOXHOCTb peasnsaumnm
yrposbl. HU3Kkaa onacHocTb
yrposbl
57. Yrpo3a nogbopa napons Manasa BepoATHOCTb
BIOS peanusaumu yrposbl. H13Kan
YBbU.123 HeakTtyanbHo BO3MOXXHOCTb peanmsauum
yrposbl. CpeaHAA 0NacHOCTb
yrposbl
58. Yrposa nogaenku sanvcen Manaa BepoATHOCTb
YBWN.124 HeakTtyanbHo

}KYpHana peructpauum

peanusauum yrposbl. Huskas




cobbiTni

BO3MOHOCTb peanmsaumm
yrpo3sbl. H1U3Kaa onacHoCTb

yrposbl
59. Yrposa nogKkatyeHums K Hu3KaA BepoATHOCTb
VBM.125 <15, b6ecnpoBoaHoOK ceTn B 0bxop, peannsaumm yrpossi.
<> npoueaypbl ayTeHTUPUKauumn | AKTyanbHO CpeaHAA BO3MOXKHOCTb
peanusaunn yrposbi.
CpefHAa onacHOCTb yrposbl
60. Yrpo3sa nogmeHsl Hn3Kasa BepoATHOCTb
VBI.126 <15, 6ecnpoBOAHOroO KANEHTA AU peanusaunm yrposbi.
<> TOYKM OOCTYNa AKTyanbHoO CpeaHAA BO3MOXKHOCTb
peanusaunmn yrposbi.
CpeaHAa onacHOCTb yrposbl
61. Yrpo3a nogmeHsol Hu3Kaa BepoATHOCTb
[0BEepeHHOoro nosib3oBartensa peanusaummn yrposbi.
YBN.128 <1> AKTyanbHoO CpeaHAA BO3MOKHOCTb
peanusaummn yrposbi.
CpenHAA onacHOCTb yrposbl
62. Yrpo3sa nogmeHbl pe3epBHOM Manaa BepoATHOCTb
KOMWK NPOrpamMmmHOro peanusaunu yrposbl. H13Kan
YBWN.129 obecneveHuns BIOS HeakTtyanbHo BO3MOKHOCTb peanmsaumm
yrposbl. HU3Kkaa onacHocTb
yrposbl
63. Yrpo3sa nogmeHsol Manaa BepoATHOCTb
COAEepPHMUMOro ceTeBblX peanusaunu yrposbl. H13Kan
YBWN.130 <1> | pecypcos HeakTyanbHo BO3MOXHOCTb peasinsaumm
yrposbl. CpeaHAA 0nacHOCTb
yrposbl
64. Yrposa nosiy4yeHus ceegeHui Manaa BepoATHOCTb
VBI.133 <15, o] Bna,uv,enbu,e 6ecnpoBoaHOro peanusauum yrposbl. Hu3Kan
<> YCTPOWCTBA HeakTyanbHo BO3MOXXHOCTb peasinsaLmm
yrposbl. HM3Kasa onacHoCTb
yrposbl
65. Yrposa npusegeHua cuctemol CpefHAa BEPOATHOCTb
B COCTOAHME "OTKa3 B peanu3aummn yrposbi.
YBN.140 obcnyxmsaHun" HeakTyanbHo CpeaHaa BO3MOKHOCTb
peanusaumu yrposbl. H13Kan
OMacHOCTb Yrpo3bl
66. Yrpo3sa nporpammHoro Manaa BepoATHOCTb
cbpoca napons BIOS peannsaunm yrposbl. HM3KanA
YBEU.144 HeakTyanbHo BO3MOXHOCTb peannsaumnm
yrposbl. CpeaHAA ONacHOCTb
yrposbl
67. Yrpo3sa nponycka NpoBepKu Manaa BepoATHOCTb
YBWN.145 LLe/IOCTHOCTM NporpammHoro | HeakTyanbHO | peanusauumm yrpossl. Hu3kas

obecneyeHunsn

BO3MOHOCTb peain3almmn




yrposbl. HU3Kas onacHocTb

yrposbl
68. Yrposa ckaHMpoBaHWA Beb- Hu3KaAa BepoATHOCTb
CcepBuCcoB, pa3paboTaHHbIX peanusaunm yrposbl.
YBWN.151 <1> | Ha oCHOBe A3blKa ONUCAHMA HeakTtyanbHo CpeaHAA BO3MOXKHOCTb
WSDL peanusaunm yrposbl. Hu3Kaa
OMACHOCTb Yrpo3bl
69. Yrposa yganenums Manana BepoATHOCTb
ayTeHTUPUKALMOHHOMN peanusaunm yrposbl. Hu3Kasa
YBN.152 nHpopmayum HeakTtyanbHo BO3MOKHOCTb peanmsaumm
yrposbl. HM3Kasa onacHocTb
yrposbl
70. Yrposa ycunenmsa Hwn3Kkasa BepoATHOCTb
BO34EMCTBUSA Ha peanusaunm yrpossbi.
YBU.153 BblYUCAUTENbHbIE PEeCcYpPChbl HeakTyanbHo CpegHaa BO3MOXKHOCTb
nosib3oBaTesiel NP NOMOLLU peanusaunm yrposbl. Hu3sKkasa
CTOPOHHUX CEPBEPOB OMaCHOCTb Yrpo3bl
71. Yrposa yTpaTbl Hn3KaA BepoATHOCTb
BbIYUCAUTENbHbIX PECYPCOB peanusaunm yrposbl.
YBWN.155 HeakTtyanbHo CpeaHAaa BO3MOKHOCTb
peanusaunm yrposbl. Hu3Kaa
OMACHOCTb Yrpo3bl
72. Yrpo3sa yTpaTbl Hocutenem Hwn3Kkana BepoATHOCTb
nHpopmaymm peanusaunm yrposbl.
YBWN.156 AKTyanbHo CpeaHAaa BO3MOKHOCTb

(B pea. noctaHoBNEH

nA NpaBuTenbCcTBa BopoHexkckoi obnactm ot 13.

peanusaumnm yrposbl.
CpeaHAa onacHOCTb yrposbl

08.2018 N 694)

73. Yrpo3sa ¢usmyeckoro ManaAa BepoATHOCTb
BbIBEAEHUNA U3 CTPOA CPeacTs peanusaumn yrposbl. Hu3Kan
XpaHeHus, 06paboTKu U BO3MOXHOCTb peann3aumm
YBWN.157 <1> P » 00P HeaKTyanbHo P 4
(nnn) yrposbl. Hu3Kas onacHocTb
BBO/Aa/BblBOAA/Nepenaum yrposbl
nHpopmaymm
74. Yrposa popmaTmpoBaHus Manaa BepoATHOCTb
Hocutenei MHGopmaLmm peanusaumn yrposbl. Hu3skan
YBN.158 HeakTyanbHo BO3MOXHOCTb peannsaumnm
yrpo3bl. HU3Kas onacHocTb
yrposbl
75. Yrposa "¢dopcmpoBaHHOro Hu3Kan BeposATHOCTb
Beb-6paysnHra” peannsaumm yrpossi.
YBWN.159 <1> AKTyanbHo CpeaHAA BO3MOXKHOCTb
peanunsaunn yrposbi.
CpeaHAA onacHOCTb Yrpos3bl
76. | YBU.160 <1> |Yrposa xuLieHua cpencTs HeakTyanbHO Manaa BepoATHOCTb
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XpaHeHus, 06paboTkn n

peanusaunm yrposbl. Huskan

(nnn) BO3MOXHOCTb peannsaumm
BBOAa/BbIBOAA/Nepeaaun yrpo3bl. CpeaHsaa onacHoCTb
nHbopmaumm yrposbl
77. Yrposa akcnayataumm Manaa BepoATHOCTb
undposoit nognucu peanusaumn yrposbl. Hu3Kkan
YBN.162 NPOrpammHOro Koaa HeakTtyanbHo BO3MOKHOCTb peanmsaumm
yrpo3bl. Hu3Kkaa onacHocTb
yrposbl
78. Yrposa 3apaxeHusa CpeaHAsa BEPOATHOCTb
KOMMNbloTepa Npu peanunsaumn yrposbi.
YBW.167 <1> | noceweHnmn AKTyanbHo CpeHAA BOSMOXKHOCTb
HebnaroHageXHbIX CauToB peanunsaumm yrposbi.
CpeaHAA onacHOCTb Yrpo3bl
79. Yrposa "Kpaxu" yuetTHom Hu3Kana BepoATHOCTb
3anMcK AOCTYNa K CeTeBbIM peanusaLmmn yrposbi.
YBW.168 <1> | cepBrcam AKTyanbHO CpegHaa BO3MOXKHOCTb
peannsaumm yrposbi.
CpefHaa onacHOCTb Yyrpos3bl
80. Yrpo3a HenpaBoOMepHOro Hn3KaA BepoATHOCTb
wndposaHua MHGopMaLuUm peanunsaumm yrposbi.
YBN.170 <1> HeakTtyanbHo CpeHAA BOSMOXKHOCTb
peanusaunm yrposbl. Hu3Kan
OMACHOCTb Yrpo3sbl
81. Yrpo3sa CKpbITHOro Hu3Kkaa BepoATHOCTb
BK/IlOYEHMA peanunsaumm yrposbi.
YBN.171 <1> | BbIMNCANUTENBHOTO HeakTyanbHo CpeaHAA BO3MOXKHOCTb
yCTpOWMCTBa B cOCTaB 60T- peanusaumn yrposbl. Hu3Kan
cetm OMaCcHOCTb Yrpo3bl
82. Yrpo3sa pacnpocTtpaHeHunsa CpeaHAAa BEpPOATHOCTb
"noutoBbIx Yepsein" peannsaumm yrpossi.
YBWN.172 <1> AKTyanbHoO CpenHAA BO3MOKHOCTb
peannsauun yrposbi.
CpeaHAa onacHOCTb Yrpos3bl
83. Yrposa "cnama" Beb-cepsepa CpeaHAs BEPOATHOCTb
peanunsaumm yrposbi.
YBWN.173 <1> HeakTyanbHo CpeHAA BOSMOXKHOCTb
peanusaumn yrposbl. Hu3skan
OMacHOCTb yrpo3bl
84. Yrposa "papmuHra” Hu3Kan BeposATHOCTb
peanunsaumm yrposbi.
YBN.174 <1> AKTyanbHO CpeHAA BOSMOXKHOCTb
peanunsaumm yrposbi.
CpeaHAs onacHOCTb Yrpo3bl
85. VEW.175 <1> Yrposa "¢umwnHra" AKTYaNIbHO CpefHnas BEPOATHOCTb

peannsauum yrposbl.




CpeaHaa BO3MOMKHOCTb
peanusauunm yrposbl.
CpeaHAa onacHOCTb yrpos3bl

86. Yrposa HapyLweHua Manaa BepoATHOCTb
TEXHO/I0rMYEeCKoro/nponseos, peanusaunu yrposbl. H13Kan
VEU. 176 <1> CTBEHHOrO npoLecca n3-3a HeaKTyanbHo BO3MOXHOCTb peanmsaunu
BPeMEeHHbIX 3aJeprKeK, yrposbl. HU3Kkaa onacHocTb
BHOCMMbIX CpeaCTBOM yrposbl
3aWWmnThI
87. Yrpo3sa HenoATBepKA4eHHOro Manaa BepoATHOCTb
BBOAA AaHHbIX onepaTopom peanusaunu yrposbl. H13Kan
YBWN.177 B CUCTEMY, CBA3AHHYIO C HeakTtyanbHo BO3MOKHOCTb peanmsaumm
6e30nacHOCTbIO yrposbl. HU3Kkaa onacHocTb
yrposbl
88. Yrposa CpefHaa BEepOATHOCTb
HECAHKLLMOHNPOBAHHOIO peanusaLmmn yrposbi.
YBEN.178 MCMOJIb30BaHUA CUCTEMHDIX U AKTyanbHO CpegHaa BO3MOXKHOCTb
CeTeBbIX yTUANT peanusaLmmn yrposbi.
CpefHaa onacHOCTb Yyrpos3bl
89. Yrposa CpenHAsa BEpPOATHOCTb
HeCaHKLWOHMPOBAHHOMN peanusaunmn yrposbi.
YBWN.179 moanduKaumm 3awmiaemon | HeaktyanbHo CpeaHAaa BO3MOKHOCTb
nHbopmaumm peanusauum yrposbl. Hu3Kan
0OMaCHOCTb Yrpo3bl
90. Yrposa oTKasa noacucTemsl Manas BepoATHOCTb
obecneyeHus peanusaunu yrposbl. H13Kan
YBM.180 |TemnepaTypHOro pexunma HeakTyanbHo BO3MOXHOCTb peanmsaunu
yrposbl. HU3Kkaa onacHocTb
yrposbl
91. Yrposa ¢pusnyeckoro Manaa BepoATHOCTb
yCTapeBaHMA annapaTHbIX peanusauum yrposbl. Hu3Kan
YBN.182 KOMMOHEHTOB HeakTtyanbHO BO3MOXHOCTb peasinsauunm
yrposbl. HM3Kasa onacHoCTb
yrposbl
92. Yrposa Manaa BepOATHOCTb
HEeCaHKLNMOHNPOBAHHOIO peanusaumu yrposbl. H13Kan
YBWN.185 M3MEHEHMA NapameTpoB HeakTyanbHo BO3MOXHOCTb peannsaumnm
HACTPOMKM CPeacTB 3aLLMUTbI yrposbl. CpefHAA 0nacHOCTb
MHbOPMaLuu yrposbl
93. Yrposa BHegpeHuna CpenHAsa BEPOATHOCTb
BpeAO0HOCHOro KoAa Yepes peanu3aummn yrposbi.
YBWN.186 <1> | peknamy, CepBuCbl M KOHTEHT | HeaKTyanbHO CpeaHaa BO3MOKHOCTb
peanusaumu yrposbl. H13Kan
OMaCHOCTb Yrpo3bl
94. Yrpo3sa BHeapeHua Hu3KaA BepoATHOCTb
YBN.191 AKTyanbHo

BpeaOHOCHOIo Koaa B

peannsauum yrposbl.




AUCTPMBYTMB NPOrpaMmmHOro CpeaHAA BO3MOXHOCTb
obecneyeHus peanunsaumm yrposbi.
CpezHAA 0NacHOCTb Yrpo3bl

95. Yrpo3sa Mcnosb3oBaHmA CpeaHAsa BEPOATHOCTb
YA3BUMbIX BEPCUIA peanunsaumn yrposbi.
YBN.192 nporpammHoro obecneyeHus AKTyanbHo CpeaHAaa BO3MOKHOCTb

peanusauum yrposbl.
CpeZHsAs onacHOCTb yrpos3bl

96. Yrposa HapyweHua paboTbl CpeaHAsa BEPOATHOCTb
KOMmMNbloTepa 1 peanunsaunn yrposbi.
6/10KMpOBAHMA AOCTYNa K ero CpeaHAA BO3MOXKHOCTb

YBWN.205 OAHHbIM 13-33 HeakTyanbHO | peanusauum yrposol. HM3Kaa
HEKOPPEKTHOWM paboTbl OMaCcHOCTb Yrpo3bl

YCTAQHOBJ/IEHHbIX Ha HEM
cpeacTs 3alnTbI

(n. 96 BBeAEH NocTaHOBAEHWEM NPaBUTeNbCTBa BopoHerkckon obiacty ot 13.08.2018 N 694)

97. Yrposa Heuenesoro CpenHAsa BepPOATHOCTb
MCNoNb30BaHMA peanunsaumn yrposbi.
YBN.208 BbIYMCAUTENIbHbBIX PecypcoB HeakTyanbHo CpegHaa BO3MOXKHOCTb
CpencTBa BbIYNCAUTENBHOM peanusaunm yrposbl. Hu3Kan
TEXHUKMU OMaCHOCTb Yrpo3bl

(n. 97 BBEAEH NOCTaHOBNAEHWEM NPaBUTENbCTBA BopoHerkckon obiacti ot 13.08.2018 N 694)

98. Yrposa CpeaHAAa BepOATHOCTb
HECaHKLWNOHMPOBAHHOIO peannsauun yrposbi.

YBN.209 A0CTyNa K 3amL,aemoit AKTyanbHoO CpenHAA BO3MOKHOCTb
namaTK aapa npoweccopa peannsauun yrposbi.

CpenHAa onacHOCTb yrposbl

(n. 98 BBeAEeH NocTaHOB/IEHNEM NPaBUTENLCTBA BopoHekcKkoi obnactv ot 13.08.2018 N 694)

<1> Yrpo3a 6e30nacHOCTM NepcoHanbHbIX AaHHbIX paccmaTpuBaeTca Tonbko ans MCNAH Tunos 2, 4
neé.

<2>Yrpo3a 6€30MacHOCTU NepPCOHa/IbHbIX ZAaHHbIX pacCcMaTpMBaeTCcs ToNbKo ana NCMAH, B KOTOPbIX
NpUMeHsoTCA 6ecnpoBoLHbIE CETU CBA3M.

<3>Yrpo3a 6e30nacHOCTN NepCoHabHbIX AAaHHbIX paccMaTpMBaeTcsa ToNbKo ana NCTAH, B KOTOpbIX
NPUMEHSAIOTCA TEXHOIOMMM BUPTYaAN3aLnu.

MpunorkeHune N 2

K yrpo3am 6e3onacHocTtu
NepCOHaNbHbIX AaHHbIX, aKTyabHbIX
npu o6paboTKe NepcoHaAbHbIX


consultantplus://offline/ref=986538B41CCB8F5A5073E823BB92520D2A429D218FC64C2517C8737B85D74BBAD02B684C5F59F0E54474E6A7O4I
consultantplus://offline/ref=986538B41CCB8F5A5073E823BB92520D2A429D218FC64C2517C8737B85D74BBAD02B684C5F59F0E54474E7A7O7I
consultantplus://offline/ref=986538B41CCB8F5A5073E823BB92520D2A429D218FC64C2517C8737B85D74BBAD02B684C5F59F0E54474E7A7OAI

JaHHbIX B MHGOPMALMOHHBIX CMCTEMAX
NepPCcOHaNbHbIX AAHHbIX MPaBUTENbCTBA
BopoHerKcKoi 061acTh, UCNONHUTENbHBIX
OpraHoB rocyAapcTBEHHON BacTH
BopoHekckoit obnactu u
NoABEAOMCTBEHHbIX MM OpraHu3aumi

COBOKYNHOCTb NPeAno/ioKeHU 0 BO3MOXKHOCTAX, KOTOpble MOryT
MUCNOo/b30BaTbCA NPU CO34aHUM cNOcOo60B, NOAroTOBKE
1 npoBegeHun atak ana UCMNOH, B KOoTopbix ana obecneueHns
6e30MacHOCTM NepCcoHasibHbIX AAHHbIX MPUHATO pelueHne
npumeHeHua CK3U

YTOYHEHHble AKTyanbHOCTb
BO3MOXKHOCTH MCNoNb30BaHUA
N HapyLwuTenem n npuMmeHeHus
Py (np ) ObocHoBaHMe OTCYTCTBUSA
n/n HanpaBAeHUA aTak ONA NOCTPOEHMUA
(cooTBetcTBYIOUME W peannsauumn
aKTyabHble yrpo3bl) aTak
1.1. [MpoBeaeHMe aTakm npwu AKTyanbHO
HaXoXAeHUU B npegenax
KOHTPOMPYEMOM 30HbI
1.2. |lpoBegeHne atak Ha HeakTyanbHo MposoaAaTcA paboTbl no noabopy
aTane akcnayataumm CK3U COTPYAHMKOB, NpPUBUAETMPOBAHHbIE

Ha creayoume 06 bEKTDI:
AOKymeHTaumo Ha CK3U n
KOMMOHEHTbI cpeapl
bYHKUMOHNPOBAHUSA;
NOMELLLEHUA, B KOTOPbIX
Haxo4ATCA  KOMMOHEHTHI
MCNOH, Ha  KOTOpbIX
peannsoBaHbl CK3U u
cpena
bYHKLMOHUPOBaHMUA

nosab3osatenu NCIMNAH Ha3Ha4aloTCA U3 YmMcna
O0BEPEHHbIX UL,
ObecneuymBaeTca KOHTPOAMPYEMbIA AOCTyn

(koHTpONMpPYEeMmas 30Ha) B
agMUWHUCTPATMBHbIE  34aHMA U (uawn)
nomeweHna ¢ KomnoHeHTamu  WCMOH.
YKasaHHble nomeLeHnn OCHaLeHbI
BXOAHbIMM ABEPbMMU C 3aMKaMM, YCTaHOBEH
nopagoK A[ocTyna B 3TU  MNOMELLEHMA,
NPenATCTBYOLWNIA BO3MOHOCTM

HEKOHTPOJINPYEMOrO MPOHUKHOBEHUA WK
npebbiBaHUA UL, HE UMellWMnx npasa
AocTyna B HUX. B paboyee Bpems B ciydyae
yxoaa anu, MMeLWMX npaso
CaMOCTOATE/IbBHOFO A0CTYNa B YKa3aHHble
NMOMELLEHUNS, @ TaKKe B Hepabouee Bpems
OBEpPU 3TUX MOMELLEHMI 3aKpblBalOTCA Ha
Kntod.  [octyn  MOCTOPOHHMX  Anl, B
nomeweHua ¢ KomnoHeHtamu UCMAH
OOMYCKAeTcA TOMbKO B MNPUCYTCTBUM JinL,
MMEILLMX MPaBO CaAMOCTOATENbHOIO A0CTyMa

B JAaHHble TMOMELEeHUs Ha  Bpems,
orpaHuyeHHoe cnyxebHol
HeobXoAMMOCTbIO. Mpwu aTOM
npeanpuHMMaloTCA  Mepbl, UCKAlYaowmne

BO3MOXHOCTb A0CTyNna MOCTOPOHHUX UL, K
O6pa6aTbIBEEMbIM nepcoHa/ibHbIM AaHHbIM U




ApyrMm ob6beKkTam 3aLmnThl.

YcTtaHOBNeH nopagok, obecneynBatowmit
COXPAHHOCTb  AOKymeHTauum Ha CK3WU,
MALLUMHHBbIX  HOcuTenen WHbopmaumm C
KOMMJIEKTaMU BOCCTAHOBJIEHUA CK31,
HOCUTENen  KAKYEBOW, MaApPONbHOM W
ayTeHTUbULMpYoLLEN MHpopmaumn.
JokymeHTauma Ha CK3M wn  yKasaHHble
HOCUTENIM XPAHATCA TONbKO B celdax wau
3aKpbIBAaeMbIX HA KoY WKadax (AwmKax) B
YCNOBUAX, MNPEnATCTBYOWMNX CBOBOAHOMY
[O0CTYMY K HAM NOCTOPOHHUX NNL,

1.3.

MonyyeHne B
npeaocTaBAEHHbIX
NMOJIHOMOYMIN, a TaKX¥e B
pesynbtate HabnoaeHUn
cneayoLlen
nHpopmaymm:

cBegeHUNn o0 U3NYECKUX
Mepax 3aWwmTbl 06BEKTOB,
B KOTOPbIX pPa3MeLLeHbI
pecypcbl UCMNAOH;
cBeAEHUM O mepax no
obecneyeHuto
KOHTPOANPYEMOIA
obbeKToB, B
pasmelLeHbl
NCNam;
cBeeHUn o mepax no
pa3rpaHu4YyeHuto gocTyna
B NOMELLEHMA, B KOTOPbIX
HAaxo4saTcA  KOMMOHEHTH!
MUCMNAH, Ha  KoTopbIX
peanusoBaHbl CK3UW u
cpefa
bYHKUMOHNPOBAHMUA

pamMKax

30HbI
KOTOpPbIX

pecypcbl

AKTyanbHO

1.4.

Mcnonb3oBaHWe LWTATHbIX
cpeacTs ncngu, B
KoTopomn ncnosb3yetca
CK3H, OorpaHMyeHHoe
peann3oBaHHbIMMU B
ncnam mepamm,
HanpaBAEeHHbIMMU Ha
npeaoTBpalLeHne 7
npeceyeHne
HECAHKLMOHMPOBAHHbIX
aencremm

AKTyanbHO

2.1.

dusnyecknn  goctyn K
KomnoHeHTam UCMAOH, Ha
KOTOPbIX  pPeasin30BaHbl
CK3un 7 cpepa

HeakTyanbHo

MpoBoaaTca paboTbl no noabopy
COTPYAHUKOB, NpPUBUNETMPOBAHHbIE
nonb3osatenn NCIMNAH Ha3Ha4yaroTCA U3 YMcna
O0BEepeHHbIX 1nL,




bYHKLMOHNPOBaHMA

Ob6ecneynBaeTca KOHTPOAMPYEMbIM A0CTYN
(KoHTpONIMpPYEMas 30Ha) B
aAMWHUCTPATMBHbIE  34aHMA U (uawn)
nomeweHna ¢ KomnoHeHTamu  UCNOH.
YKaszaHHble nomeLLeHuns OCHaLLEHbI
BXOAHbIMM ABEPbMMU C 3aMKaMW, YCTAHOBNEH
nopAgoK AJocTyna B 3TU  MOMELLEHUA,
NPenATCTBYOLWNI BO3MOHOCTM
HEKOHTPO/IMPYEMOIFO MPOHUKHOBEHMA WAU
npebblBaHMA AWML, He UMetoWwmMx npasa
AocTyna B HUX. B pabouyee Bpema B cayvae
yxoaa i, UMEHOLLNX npaso
CaMOCTOATENbHOTO A0CTYNa B YKasaHHble
NoMelLeHns, a TakKe B Hepaboyee Bpems
OBEPU 3TUX MOMELLEHUIN 3aKpbIBAOTCA Ha
Katod.  [JocTyn  NOCTOPOHHMX — NuL, B
nomeweHna Cc KomnoHeHTamu  WUCMNAOH
OOMNYCKAeTcA TO/IbKO B MPUCYTCTBUU UL,
MMEIOLLMX MPaBO CAMOCTOATENbHOMO A0CTyNa
B [AaHHble MNOMeLWEeHMA Ha  Bpems,
orpaHuYyeHHoe cnyxebHoi
Heob6X04MMOCTbIO. Mpwn 3TOM
npeanpUHMMAOTCA  Mepbl, WCKAOYatowme
BO3MOXHOCTb A0OCTyNna NOCTOPOHHUX AuL, K
obpabaTbiBaeMbIM MEPCOHA/IbHbIM AaHHbIM U
ApyrMm ob6beKkTam 3aLwmTbl

2.2.

Bo3moXKHOCTb
pacnonaraTb nnu
BO34€elCTBOBaTb Ha
annapaTHble KOMMNOHEHTbI
CK3n " cpeny
GYHKLMOHNPOBAHMA,

orpaHun4yeHHanA mepamuy,

peann3oBaHHbIMU B
ncnam, B KOTOPOIA
ncnonb3syetca CK3u,
Hanpas/JeHHbIMU Ha
npeaoTspaLlLeHne "
npeceyeHue

HeCaHKLMOHMPOBAHHbIX
nencTBumi

HeakTyanbHoO

BbasoBoro (HM3Koro) noTeHLMana HapywnTens
HeAO0CTAaTOUYHO A41A peanr3aumm yrposbl.
MpoBogaTca paboTbl no nogbopy
COTPYOHMKOB, NpPUBUIETMPOBAHHbIE
nosab3osatenu NCIMNAH Ha3Ha4aloTCA U3 YMcna
O0BEPEHHbIX UL,

ObecneymBaeTca KOHTPOAMPYEMbIA AOCTyN
(koHTpONMpPYEeMmas 30Ha) B
agMUWHUCTPATMBHbIE  34aHMA U (uawn)
nomeweHna Cc KomnoHeHTamu  WCMAOH.
YKaszaHHble nomeLLeHns OCHaLLEeHbI
BXOAHbIMM ABEPbMU C 3aMKaMM, YCTAHOBNEH
nopAafoK A[OoCTyna B 3TU  MOMELLEHMA,
NpenATCTBYOWMM BO3MOXHOCTH
HEKOHTPO/IMPYEMOFO MPOHUKHOBEHUA WAN
npebbiBaHMA AWML, He UMelWwMx npasa
AOCTyna B HUX. B pabouyee Bpemsa B ciay4yae
yxoza any, UMEIOLLLUX npaso
CaMOCTOATENbHOTO A0CTyna B YKa3aHHble
NomelLeHuns, a TakKe B Hepaboyee Bpems
OBEPU 3TUX MNOMELLEHMI 3aKPbIBAOTCA Ha
katod.  [octynm  MOCTOPOHHMX  Auy B
nomeweHua ¢ KomnoHeHtamu WUCMAH
OOMYCKaeTcA TOJMIbKO B MPUCYTCTBUU v,
MMeEIOLLMX MPaBO CAMOCTOATENbHOTO A0CTyMNa
B [JaHHble MNOMeLWeHMA Ha  Bpems,




orpaHu4YyeHHoe CNy*KebHoi
HeobxoaMMOCTbIO. Mpun 3TOM
npeanpUHMMAIOTCA  Mepbl, WCKAOYatowme

BO3MOXHOCTb A0CTyNna MNOCTOPOHHUX AuL, K
obpabaTbiBaeMbIM NEPCOHa/IbHbIM AaHHbIM U
ApyrMm ob6beKkTam 3aLwmUThl.

OcyuwectBnsetcs pasrpaHu4veHue,
perncTpaums u yyeT AocTyna nosb3oBaTenem
ncnawu K obbeKkTam 3aWnTbI C
NCNO/Ib30BaHNEM OpPraHM3aLMOHHbBIX Mep U
cpeacte UCMAH. [Mpasamn  ynpasneHua
(agmuHuctpuposanHmna) WUCNAH obnagatot
TOJIbKO NPUBUAErMPOBaHHbIE NO/Ib30BaTeN

3.1. |Co3gaHue cnocobos,| HeaKktyanbHo |He ocyuwectBnsetcs obpaboTka cBegeHun,
NnoAroToBKa 7 KOTOpble MOryT NpeacTaBnATb UHTepec AnA
nposeseHue atak ¢ peann3aumnm BO3MOKHOCTMU.
npuBAeYEHNEM Bbicokas CTOMMOCTb n CNOXHOCTb
cneumannctos B obnactu NnoAroTOBKM peann3aum BO3MOXKHOCTW.
aHanm3a CUTHANoB., Ona UCNAH akTyanbHbl yrpo3bl 6e3onacHocTH
COMPOBOXAAOLLMX NepcoHanbHbIX OAHHbIX TPeTbero Tuna, He
$YHKUMOHUpoBaHue CK3U CBA3aHHbIe c Hannumem
7 cpeapl HEeLO0KYMEHTUPOBAHHbIX
OYHKUMOHNPOBAHUA, U B (HepeknapMpoBaHHbIX) BO3MOXKHOCTEM B
061acTM  MCNonb3oBaHMA NCNosb3yeMOM CUCTEMHOM W MPUKAAGHOM
ONAa  peanusaumm  aTak nporpammHom obecneyeHmmn
HEeLO0KYMEHTUPOBAHHbIX
(HepeknapupoBaHHbIX)

BO3MOXKHOCTEMN
npuKnagHoro
NPOrpammHoro
obecneyeHus

3.2. |NpoBepgeHune HeakTyanbHo |He ocywectBnsetca obpaboTka cBeaeHWUN,
nabopaTopHbIX KOTOpble  MOryT MNpPeACTaBAATb  WUHTepec
nccnefoBaHUiM CK3H, (moTuBaumio) ana peanusauuu
NCNosib3yembix BHE BO3MOXHOCTU.

KOHTPO/IMPYEMOW  30HbI, Bbicokas CTOMMOCTb n CNOXHOCTb
OrpaHUYEHHOE MepamMy, NoAroTOBKM peann3aumm BO3MOXKHOCTH
peann3oBaHHbIMU B
ncnaw, B KoTOopoW
ncnonb3syeTca CK3H,
HanpaB/IeHHbIMMU Ha
npegoTBpaLeHne 7
npeceyeHue
HECaHKLUNOHMPOBAHHbIX
aencremm
3.3. |NpoBegeHne pabotr no| HeaktyanbHo |He ocywectenserca obpaboTka ceBeaeHuid,

cos3faHuio  cnocobos M
CPeAcTB atak B HayyHo-
nccnenoBaTebCKnx
LeHTpaXx,

cneunanmsnpyromxca B

KOoTOopble MOryT MpeacTaBAATb  WMHTepec
(moTtnBayumio) ans peanusauuu
BO3MOKHOCTHU.

Bbicokas CTOMMOCTb " CNIOXKHOCTb

noAroToBkKM peasnsaynn BOSMOXKHOCTH




obnactm pas3paboTkM MU
aHanmnza CK3UM wn cpepy

bYHKLMOHUPOBaHMA, B8
TOM yncne C
NCNo/Ib30BaHMEM
NCXOAHbIX TEKCTOB
BxogAauero B  cpeabl
bYHKLMOHNPOBaHMUA
npuKnagHoro
NporpammHoro
obecneyeHus,
HenocpeaCTBEHHO
MCNO/b3YOWEro Bbi30BbI
NPOrpaMMHbIX  GYHKLUMNA
CK3M

4.1. |Co3paHue cnocobos,| HeaKktyanbHo |He ocyuwectBasetcs obpaboTka cBegeHun,
NnoAroToBKa 7 KOTOpble MOryT NpeacTaBnATb UHTepec AnA
nposeseHue atak ¢ peann3aumnmn BO3MOXKHOCTMU.
npuB/ieYeHNEM Bbicokas CTOMMOCTb " CNOXHOCTb
cneumanuctos B obniactu NnoAroTOBKM peann3aum BO3MOXKHOCTW.
NCNosib30BaHuA ana Ona UCNAH akTyanbHbl yrpo3bl 6e3onacHocTH
peanusauuu aTak NepcoHanbHbIX OAHHbIX TPeTbero Tuna, He
HEeL0KYMEHTUPOBAHHbIX CBA3aHHbIe C Ha/sn4mem
(HepeknapupoBaHHbIX) HEeLO0KYMEHTUPOBAHHbIX
BO3MOXHOCTEMN (HepeknapMpoBaHHbIX) BO3MOXKHOCTEM B
CUCTEMHOTO NCNONb3yeMOM CUCTEMHOM W MPUKNAGHOM
NpPorpammHoro nporpammHom obecneyeHmmn
obecneyeHus

4.2. | BoaMoKHOCTb HeaktyanbHo |He ocywecTtenserca obpaboTKka cBeaeHun,
pacnonaraTb KOTOpble  MOryT NpPeACTaBAATb  WUHTepec
cBeAeHNAMM, (moTuBaumio) ana peanusauuu
copepKawmmmca B BO3MOXHOCTU.
KOHCTPYKTOPCKOM OTcyTCTBYeT B HA/IMMMM  KOHCTPYKTOPCKasA
OOKYMeHTaLum Ha OOKYMeHTaumA Ha annapaTtHble "
annapaTHble 7 nporpammHble KOMMOHEHTbI cpeapbl
nporpammHble bYHKLUMOHMpOoBaHUA CK3U
KOMMNOHEHTbI cpeapbl
$yHKUMOHUpoBaHuAa CK3U

4.3. | BO3MOXHOCTb HeakTtyanbHoO He ocyuwectenfaetca obpaboTka cBeneHWi,
pacnonaratb nnu KOTOpble  MOryT MNpPeACTaBAATb  WUHTepec
BO34elCTBOBATL Ha (moTuBauumio) ana peanusauum
ntobble KOMMNOHEHTbI BO3MOXHOCTU.
CK3M n cpeapbl BbasoBoro (HM3Koro) noTeHLMana HapywnTens

bYHKLMOHNPOBaHMA

HeAOCTaTO4YHO ANA peann3aunmm yrposbl




